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ONS – National Security 
Office (Spain)

Classified Information Protection 
for H2020
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Content

Dobré ráno
EU CI Handling in H2020 projects
Partners
Important Aspects

Up to EU-R
EUCI Confidential and above
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Aspects related with this handling or storage: 

- Physical security
- Personnel security (PSC)
- CIS accreditation 

- Procedures

EU CI Handling

Handling of EU CI in H2020 projects:

- No EUCI in project
- EUCI up to EU-R
- EUCI CONFIDENTIAL and above 
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Partners

Partners in H2020 projects:

- EU Member states (Public sector or companies)
- Non EU Member states:
- Countries with CI protection agreement

- Countries without.
- Experts, advisors, investigators, scientists,... 
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– Who is leading the project:
• EU Member state?
• Security Responsible 

Who needs to have access to EUCI:
• Only some people
• Anyone in the project 

– How can we handle EUCI:
• CIS
• Couriers
• Security Areas (premises)

Important Aspects
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Information 
Security

ASPECTS

Personnel 
Security

EU CI protection

CIS SecurityCIS Security

Physical Security
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Up to EU-R

- Physical Security 

• Administrative Protection Area 
• Mobilia (Safes, Shreders, …)
• Access Control

- Personnel Security: 
l No PSC needed
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EUCI Confidential and above

- Physical Security 

Restricted Access Area 
Mobilia (Safes, Shreders, …)
Access Control

- Personnel Security: 
PSC needed
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Threats VulnerabilitiesMeasures

Impact

Organization 
Assets

Risk management

Risk 
analysis Residual 

risk

Risk management

Frequency
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Ďakujem vám veľmi 
pekne


