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Executive Summary 

This deliverable describes current State-of-the-Art (SoA) and State-of-the-Practice (SoP) concerning different  
ADS-related design domains. It provides initially a general and high-level description of the methodologies that will 
be used in Trustonomy for operational, performance and impact assessment of the project’s main investigation areas 
(automated decision support, Driver State Monitoring assessment, Human-Machine Interface assessment, Driver 
Intervention Performance Assessment, driver trust and acceptance assessment and driver training). It also aims to 
define a framework for Information and communications technology (ICT) services and applications that will be used 
in Trustonomy to support the above-mentioned under investigation domains. Although the major effort is focussed 
on conditional and high automation (L3 and L4 vehicles), the summary of all automation levels is provided in order 
to highlight the differences between them. Data sources, analysis methods and assessment methodologies are 
described in the context of safe driving and the transition scenario, known as “Request to Intervene”, whereby 
a driver is required to take manual control back of a previously automated vehicle. The report refers to previous 
deliverables: D1.1 (operational context analysis), D1.2 (functional and non-functional requirements), D8.1 (ethical 
aspects). It identifies SoA and SoP, building a link between current state of knowledge and the final Trustonomy 
product. The collected information will be used in WP2 and WP3, in particular in relation to tasks T2.2 and T2.3, 
which are going to establish generic and specific directions for methodological frameworks and overall system 
architecture, as well as the deployment of the Assessment Frameworks (T3.1-T3.6), which are going to provide the 
detailed specifications of the framework for Trustonomy’s operational assessment. Each section of D1.3 provides 
an indication of the concept of testing methods to be used during further pilot deployment.  

The vision of the Trustonomy project is to raise awareness to public and societies as far as safety, trust 
and acceptance of automated vehicles are concerned. To this end, an agile framework, documented in the DoA, 
has been designed to support the implementation and assessment of Trustonomy component parts. The report 
carried out the following tasks: 

i. Set a number of critical situations in the scope of Automated Decision Support and identify them in the 
context of all project investigation domains.  

ii. Identify the technologies and methods used in monitoring and assessing driver state. A new Driver State 
Monitoring (DSM) technology assessment method developed by Robocar Technologies is also described. 

iii. Present a great deal of Human Machine Interface (HMI) configurations and their applications in autonomous 
driving. 

iv. Specify the methods used in Driver Intervention Performance Assessment (DIPA). 
v. The context of trust is presented, and methods for measuring and assessing trust and acceptance 

are identified. 
vi. Supporting ICT services and applications possible to implement in the project are presented in order 

to enable the implementation of L3-L4 vehicles.  
vii. Describe the context that is built for driver training at the European level and propose directions of changes 

in driver training curricula that are needed or would be helpful to be implemented. 

 
The aim of D1.3 is to set the baseline for the Trustonomy project by reviewing the latest developments that can be 
used in the final Trustonomy product. Initially an introduction to work package WP1 and task T1.3 is given in Section 
1. Section 2 continues with the existing automation levels in the automated vehicles industry relevant to the 
Trustonomy case. Section 3.1 encompasses approaches to different design domains in terms of automated decision 
support. Further subchapters provide a detailed technology SoA and SoP, giving an indication to best possible testing 
methods to be implemented. Section 4 concludes the discussion and summarizes the outcome that will be given in 
WP2 for designing and implementing the development of the next phase. 
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1 Introduction 

1.1 WP1 and T1.3 Description 

The major objective of WP1 - Operational Context Definition is to analyse and evaluate the overall context including 
regulatory and operational boundaries, where the Trustonomy aims to operate. A wide approach to Automated 
Driving System (ADS) should take into consideration all aspects of the State-of-the-Art (SoA) and State-of-the-Practice 
(SoP), as well as the functional and non-functional end-user requirements (D1.2), technological specification of the 
proposed solution, the automotive industry perspectives and relevant end-user acceptance criteria.  
The main objectives to be implemented at this stage of the project are: 

• The identification of major regulatory and operational barriers that affect automated driving (SO1, SO2, SO3, 
SO4, SO5, SO6, SO7 in D1.1). 

• The review of the SoA and SoP for relevant technologies (SO1, SO2, SO3, SO4, SO5, SO6 in D1.3). 

• The analysis of existing and evolving regulations at European level and a survey of business initiatives, 
research projects and market trends (SO7 in D1.1). 

• The identification of the requirements for the Trustonomy framework (SO1, SO2, SO3, SO4, SO5, SO6, SO7 
in D1.2).  

• The relevant user acceptance criteria (SO3, SO6 in D1.2). 

• The identification of the proper methodologies for operational, performance and impact assessment 
(SO1, SO2, SO3, SO4, SO5, SO6 in D1.1, D1.3). 

• The envisioning of major services and applications to be developed (SO1, SO3, SO5 D1.3). 

This task (T1.3) describes current SoA and SoP with regards different ADS-related design domains. It aims also 
to highlight the methodologies for operational, performance and impact assessment, but in a general and high-level 
manner. For that purpose, this deliverable defines a comprehensive set of Information and Communication 
Technologies (ICT) and assessment services and applications able to support each investigation domain. Due to the 
complexity of the matter, the Trustonomy Framework Definition will guide and influence all subsequent stages 
of the project. The deliverable complements the initial research process covered in WP1. In addition, further 
investigation will be carried out during the definition of the conceptual design in WP2 and WP3, which are going 
to implement the overall system and give a detailed description of deployment and assessment for each domain 
under investigation. This report elaborates on the current existing technologies in the automated vehicle industry 
and provides a link between previous reports and final assessment methodologies.  
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1.2 Deliverable Structure 

The structure of the deliverable is as follows: 

• Section 2 presents a summary of automotive automation levels to position the activities of Trustonomy 
within the defined levels of automation. 

• Section 3 identifies the components that could be deployed under the Trustonomy Framework. It presents 
the SoA technologies in each domain and contains a high-level description of assessment methods and a set 
of supporting information and communications services or applications to be developed. This section 
is divided into sections related to: 

o Automated Decision Support Framework, 
o Driver State Monitoring (DSM) Framework, 
o Human Machine Interface (HMI) design Framework,   
o Driver Intervention Performance Assessment (DIPA) Framework, 
o Driver Trust and Acceptance Assessment Framework in terms of building, sustaining and regaining, 
o Enabling Information and Communication Technologies (ICT) Systems,  
o Driver training Framework providing identification of challenges and vision. 

• Section 4 provides conclusions based on the research and common goals to achieve during the process  
of developing a system prototype.  
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2 Summary of automation levels 

Technology development in the field of advanced sensors, software and artificial intelligence encouraged car 
companies to invent a self-driving vehicle. Automated Driving Systems (ADS, see D1.1 [266]) in which perception, 
decision-making and vehicle exploitation are being made by electrical components, is said to become a reality in the 
following decades. Automation results in driver’s resigning control of the vehicle, whilst maintaining awareness to 
enable safe performance in case the system reaches its limits. ADS should have both automated and manual mode. 
According to the Society of Automotive Engineers (SAE) there is a six-level scale of driving automation – from 0 (no 
automation) to 5 (full automation), Table 1 [233]: 

• Level 0 – no automation, the driver performs the entire Dynamic Driving Task (DDT), even when enhanced 
by active safety systems. 

• Level 1 – driver assistance, the driver controls the vehicle, and the system makes adjustments to speed 
and direction (e.g. Adaptive Cruise Control, Lane Keep Assist). The system executes only one subtask - not 
both simultaneously.  

• Level 2 – partial automation, the driver controls the vehicle, and the system makes simultaneous 
adjustments to both speed and direction (e.g. Park Assist, Traffic Jam Assist). 

• Level 3 – conditional automation, the system has full control over the vehicle (speed, direction, environment 
monitoring - e.g. Steering Collision Avoidance) but only under specific conditions (e.g. motorway, limited 
speed, no crossings). The driver has to be constantly ready to intervene if a dangerous situation is detected.  

• Level 4 – high automation, the system has full control over the vehicle and driver presence is not necessary, 
but only up to the system’s limits. The driver can undertake non-drving rlated tasks. If the actual driving 
conditions exceed the system performance limits, it may ask the driver to intervene or decide to stop the 
journey. The system works under specific conditions. 

• Level 5 – full automation, the human-driver is not necessary and considered as a load. The system works 
unconditionally. An ADS performs the entire Dynamic Driving Task (DDT) and DDT fallback without  
any expectation that a user will respond to a request to intervene. 

Table 1 Summary of automation levels according to SAE [233]. 

Level Name 
Dynamic Driving Task (DDT) 

Take-over  
(reaction to RtI) 

Operational 
Design Domain 

(ODD) 
Sustained motion 

control 
Object/event 

detection 

0 
No Driving 
Automation 

Driver Driver Driver n/a 

1 
Driver 
Assistance 

Driver and 
System 

Driver Driver Limited 

2 
Partial Driving 
Automation 

System Driver Driver Limited 

3 
Conditional Driving 
Automation 

System System Driver Limited 

4 
High Driving 
Automation 

System System System Limited 

5 
Full Driving 
Automation 

System System System Unlimited 
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The generic term “Automated Driving System (ADS)” refers to any level 1-5 system or feature that performs part 
or all of the DDT on a sustained basis, whereas Automated Driving System is used to describe levels 3-5 and should  
be reduced to its acronym ADS. The Trustonomy project considers ADS but will mainly focus on levels 3 and 4. They 
both mainly refer to the interaction between human and system. Trustonomy represents a human-centred approach 
regarding driver’s state, ability to perform, human-machine communication, training, risk assessment, as well 
as measuring and estimating trust and acceptance. In the following section (Section 3) a high-level description 
of assessment methods and supporting ICT services and applications are made in the context of L3-L4 vehicles, 
as well as the scenario of reaching system boundaries, for example when a RtI occurs. 
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3 Trustonomy Framework 

This section identifies key aspects of each design domain of Automated Driving Systems (ADS) and it provides 
an overview of the latest SoA, SoP and research that are taking place worldwide. Subchapter 3.1 refers to automated 
decision support in terms of risk context- building, identifying dangerous and critical situations while using 
automated mobility. It is conceived as a baseline, which covers and facilitates the ensuing activities, taking into 
consideration on-demand decision support, risk analysis and assessment to other pillars. Particularly, Section 3.1.3 
describes the modelling approach that could  be undertaken in the project. The next subchapters provide a detailed 
technology SoA and SoP in the investigated ADS domains, giving an indication of the possible assessment methods 
to be implemented. The schema in Figure 1 shows the dependencies of the content in section 3 Trustonomy 
Framework, showing that automated decision support facilitates DSM, HMI, DIPA and trust investigation domains, 
while ICT services support all ADS-related domains. 

  
Figure 1 Diagram of content dependencies in Section 3. 

3.1 Automated Decision Support Framework  

This section outlines key ideas in relation to automated decision support and automated driving systems (ADS), 
constituting the decision support and risk analysis framework for the Trustonomy concept as mentioned in the DoA. 
It is important to observe that, different to other, more vertical, aspects of the project like HMIs or DSM systems, 
this has a more transversal mission amongst the technologies, in the sense it will give support to functions like 
assessment, forecasting, information fusion or decision making as the basis of the core project tasks. The ideas below 
are inspired by Del 1.1, which analyses the operational context; Del 8.1, which sketches the ethical aspects 
of Trustonomy; and, Del 1.2 which presents functional and non-functional requirements. In this last respect, 
the description is not limited to the ARA-FUNC (Adversarial Risk Analysis and ethical decision support requirements, 
see D1.2 [265]), since several of the other requirements there included reference to issues touching upon risk 
analysis (in the wide sense here described, in particular to the ones related to assessment).  
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 Theoretical contextualisation  

The core concepts and tools in automated decision support here viewed from a driving systems perspective, may 
be seen among many others in [25][82][87][88]. The Trustonomy project adopts the classical conception 
of supporting decisions through decision and risk analysis, referring in this case to conditions in which there 
is a possibility of an adverse deviation from a desired outcome that is expected or hoped [129]. In such a framework 
it is necessary to elaborate a list of potential events. Moreover, assessing the probabilities of adverse events 
occurring, as well as the consequences of such adverse events have to be undertaken. Decision support, in the 
context of ADS, takes into consideration (within the appropriate time frame): 

• A system related to driving activities, which is managed over the proposed time frame according to certain 
objectives, which assesses its performance under uncertain environmental conditions. 

• Several threats potentially affect the system which, if they actually happen,  may impact negatively on system 
performance.  In certain contexts, it could be the case that several of the threats may be due to purposeful  
malicious agents which operate in pursuit of their own objectives. 

• There are several actions that may reduce the likelihood and/or the impact of the threats. They shall  
be called risk treatments. 

• Finally, it aims at choosing among the available risk treatments so as to improve system performance  
as much as possible. 

Table 2 summarises several driving systems examples in decision support terms at various automation levels. 

Table 2 Driving systems examples viewed from a decision support perspective. 

Example 
Time 

Frame 
Objectives Random threats Targeted threats Actions 

Owner of a 
non-
automated 
vehicle 

1 year Maximize safety  
for driver, occupants 
and  pedestrians 
involved within 
situational risk 
contexts, minimizing 
impact over 
infrastructures 

Football crossing 
road, pedestrian 
crossing road, 
other surrounding 
vehicles, driver losing 
control,  
car stolen 

None if ordinary citizen. 
Bombs and other 
terrorist threats  
if special citizen 
(important politician, 
major businessman) 

Insurance of 
various types,  
car revisions,  
car maintenance, 
special tyres, alarm, 
escort 

Incident 
handling in 
autonomous 
driving 
system 

A few 
seconds 

Increase driver’s 
awareness and 
subsequent actions 
taken in high-level 
automation context 

Misread situational 
risk context (e. g., 
non-recognized 
obstacle) leading to 
an RtI prompt, crucial 
hardware component 
(e. g., sensor failure) 

Terrorism attack attempt 
to interfere with the 
system to produce major 
accident 

Upfront alarm 
triggered before RtI 
prompts, safe 
driving decisions 
recommended  
to the driver, 
redundancy  
in systems 

Facing  
on-board 
automated 
ruling 
systems 
attack   

A few 
seconds 

Enhance cyber 
protection, 
maintenance updates, 
alarms triggered 

Cyber remote attack, 
software failure due 
to faulty maintenance 

On-board system,  
driver ‘s personal stored 
data (e. g., GPS tracking 
locations, phone 
numbers dialled), vehicle 
sensitive data, confound 
system to provoke major 
accident 

Redundancy  
in systems, 
implementing more 
robust algorithms 
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Autonomous 
driving 
system  in 
V2X context 

A few 
seconds, 
minutes 
or hours 

Minimize accident rate, 
reduce traffic 
congestion 

Uncontrolled actions 
of other vehicles,  
non-harmonised 
communicating agent  
across vehicle 
communicating 
system manufacturer 

 Redundancy  
in systems, 
improved sensors, 
more robst 
algorithms, 
insurance 

The process of decision support in the context of driving could be easily described, using an influence diagram (Figure 
2) [19]. In the simple template presented below a driving system is considered. Knowing that the system has certain 
performance under normal conditions, it may be potentially affected by threats, which might impact negatively  
on system performance (gravity). Treatments can be introduced to reduce the likelihood of threats and/or their 
impact should they occur; such treatments have performance costs. All of the impacts are integrated globally 
and evaluated with a utility function (hexagonal node) and the aim in handling the driving system would be to choose 
the best treatment or portfolio of treatments.  

 

Figure 2 Example of an influence diagram showing standard decision support problem in driving system [19]. 

 

When there is a purposeful agent with its own objectives in the driving scene, a bi-agent influence diagram, such  
as Figure 3 may be used. In this case another agent pursues its own objectives adopting its decisions possibly affecting 
the performance of the initial agent, having an influence on the likelihood and/or impact of the threats [19]. It should 
be assumed that the adversary observes the treatments implemented by the agent owning the driving system. 
The ideas extend to more than two agents. Moreover, it is worth noting that the diagrams in Figure 2 and Figure 3 
are templates that would be adapted to specific driving contexts with more uncertainty and/or decision nodes. 
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Figure 3 Bi-agent influence diagram for adversarial risk analysis problem in an automated driving system [19]. 

There are many challenges that make automated decision support, in the context of driving systems, complex 
and demanding, due to the following factors:  

• The underlying uncertainty of human behaviour as represented in social interaction and conflict resolution 
between vehicles, pedestrians, and cyclists. 

• The variability in driver styles, experience, and other featuress that contribute to their understanding, trust, 
and use of automation. 

• The complexities and edge-cases in scene perception.  

• The limitations and imperfections in sensors. 

• The reliance on software with all the inherent challenges of  software-based systems: bugs, vulnerabilities, 
and the constant changes from updates. 

• The need for a human driver to recognize, acknowledge, and be prepared to take control and adapt  
when system failure necessitates human control.  

• Environmental conditions like light and weather that have a major impact on the perception and control 
tasks. 

Regardless of the situation on the road, supporting the decisions requires several steps. First, the right planning 
horizon needs to be defined. Secondly, it is necessary to create a list of objectives, a list of threats and a list 
of treatments. Thus, the following activities should be undertaken: 

• Forecasting the likelihood of various threats, given the treatments implemented. Typically, this ends  
up producing a model which provides  the probability of various threats given the treatments. 

• Forecasting the impacts would make if the threats happen, given the treatments implemented. Typically, this 
ends up producing a model which provides the probability of various impacts given the treatments. 

• Assessing the impacts. Ideally, this leads to a utility function which assesses the preferences and risk attitudes 
of the system manager over the consequences. 

• Finding the optimal treatments given possible constraints. One possibility would be to choose them, typically 
based on the maximum expected utility principle. 
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There are cases, where the analysis gets too involved and it is preferable to use faster, simplified decision support 
models, based on risk matrices [67]. These matrices are widely used and they frequently appear in standards like 
ISO 17776, IEC 60812 or ISO 31010.  However, despite their popularity they have received numerous criticisms [53]. 
In some contexts, simplified approaches, as in the GIRA model for generic incident handling which could be adapted 
to driving cases [55], may be used. 

In case of other agents being involved, it is necessary to take a different line of reasoning, including an adversarial 
risk analysis approach which, besides the above, requires [19]: 

• Gathering as much information as possible about the beliefs and preferences of the other agents, typically 
leading to random belief and preference models. 

• Simulating from the problems that the other agents would solve to try forecast their actions. 

• Feedback this information in the supported driving system problem to decide the optimal intervention. 

There are three key ideas that are especially relevant in automated driving systems context which are gaining special 
importance in assessing risks:  

• Deep learning (DL),  is characterised by the use of neural network models with several hidden layers mostly 
aimed at classification and regression tasks. Of special interest in ADS are convolutional networks [99]. 

• Bayesian methods. Given the numerous exceptions to be handled in ADS, there is an increasing interest  
in Bayesian methods which provide better characterisations of uncertainty as well as more robust 
predictions and decisions as uncertainty is properly apportioned. One example may be seen in [170].  

• Structured expert judgement (SEJ). In many contexts we shall have access to little data and we shall need 
to rely on our driving forecasts and decisions on expert judgements [52]. 

It is worth mentioning that in the Automated Drive context ethical issues are of major importance [34]. Although 
people tend to agree that Automated Vehicles (AVs) could minimize the number of casualties on the road (utilitarian 
perspective), they also have personal incentives to ride in ADS protecting them at all costs, that creates social 
dilemmas. For instance, if both types of ADSs were allowed in the market, only a few people would be willing to ride 
in utilitarian ones, although they would prefer others to do so. Decision support algorithms for ADSs will need to deal 
with such intricate decisions, including uncertainty about decision outcomes, and encompass concepts of expected 
risk, expected value, and harm and blame assignment. Recall, in any case, that there will always be unexpected 
situations never seen and learned about before, which the vehicle nevertheless will be required to cope with. In turn, 
this points also to another important issue which will be raised frequently. As shown in the introductory examples, 
multi-objective contextual driving problems, are typically encountered, as when speed and safety or speed and fuel-
efficiency are considered. The result of these considerations is leading to multi-attribute utility functions that must 
be taken into account [132] in assessment activities. 

Also, [34] and [197] highlights the importance in dealing with risky situations while deploying ADS, so as not 
to involontarily break a potentially very beneficial technology for the human beings because of users retracting from 
it following delicate situations. As an example, the following scenario may be studied: an ADS is driving in an urban 
environement, with one passenger on board being the owner of the vehicle. At a certain moment, this vehicle has a 

cyclist on the left and three cyclists on the right, with a truck coming towards it. Which decision will the vehicle 
make? To brake? There is not sufficient time.  To turn left and perhaps cause harm to the cyclist? Or turn right and 
cause harm to many cyclists? And then it shall be considered also in this case that: 

• No one is obliged to cause injury to himself to save others lives; 
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• In some coutries (eg. France), the ponderation on human lives is not allowed by the law. So, it is not allowed 
neither to take a quantitive decision (one life instead of three), nor a qualitative one (one adult on the left 
instead of three children on the right); 

• Different ethics and legal requirements, and frameworks exist in different countries, based on the cultural 
and ethical background of each nation. Putting in danger dilemmas can be tackled differently from country 
to country, e.g. who to put in danger an animal or human, a rich one or a poor, a woman or a man. 

The issue of pushing technology to the maximum, so that these situations would be singularities as in the ones raised 
in the aerospace domain. This dilema is similar to the one in [34] mentioned above, that consisted of the application 
of six questionnaires on-line for US resident citiziens. Most people are convinced that ADS should sacrifice passengers 
for protecting more people. However, the results show also that most of people are opposed to the governement 
making obligatory that ADS needs to save the biggest number of peolple as possible or to protect more important 
persons (e.g. the president or general of a country might be considered more important than 1000 lives for some 
people). These people would be less inclined to buy this vehicle. Therefore, imposing the ADS to save the bigger 
number of lives, could disrupt the development of a technology with the potential of saving lives. 

Amongst risk treatments in ADS, insurance plays a major role in the driving sector being a means for risk transfer.   
As the emergent ADS environment involves a substantial number of new situations to account for, new insurance 
products should be expected. Safety improvements as a result of ADS will require insurance agencies to adapt 
and reconstruct their business as their pricing models were created for today’s driving environment, in which  
the individual is the largest determinant of accident costs: insurance companies sell policies to individual vehicle 
owners with human drivers being liable for car crashes. KPMG estimates that AVs could shrink the auto insurance 
industry by 60% [8]. Insurers will need to develop fewer but larger corporate policies to maintain profitability. Vehicle 
owners will still need insurance for theft and coverage for hail, and others, as well as more limited liability coverage. 
This will likely cause a decrease in premium per policy. 

Also, the subject of the penal responsibility in case of fatal accidents involving ADS have been raising world-wide 
discussions and studies. International committees working on the international treaties (see Vienna convention 
[268]) have resulted in its amendment, suppressing some barriers in the development of the ADS technologies. 
However these amendments open at the same time the door to different interpretations. Each country needs 
then to evolve precisely their laws, accordingly [103]. Since accidents may happen under various circumstances, 
a mandatory inclusion of EDR [20] aboard ADSs seems to be required to discriminate human driver negligence 
from non- adapted or incorrect product design or a product defect or fault [35][137]. [165] discusses how to qualify 
a negligence of the human being linked to the V-Cycle in the industry. Accountability should also consider 
interpretation of the traffic law by software, the balance between obeying traffic rules and incorrect or inadvertent 
manoeuvres to avoid accidents (wrong doing regarding to traffic rules), how to take into account interactions 
in mixed traffic (automated and non-automated driving) and who will be responsible to train the human driver 
as long as a driver license is mandatory? An international standardization of storage procedures should 
also be obtained to ensure compatibility of registration or documentation obligations [NHTSA, 2016, 2017; 
See the reports: Parliament of the Commonwealth of Australia, 2017 [208]; Federal Ministry of Transport and Digital 
Infrastructure, Germany, 2017 [81]]. 

Another key issue relates to data protection as discussed in [131] on the matter of GDPR. At the same time, 
transparency is a key issue, for the driver to understand the system, and the related HMI, design and for the legal 
issues, where EDR will give data to be analysed, for the judgement process. 
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The above tasks may be used jointly for decision support purposes, or separately, to support specific tasks  
in ADS management.  In particular, multi-objective utility and value functions may be used for assessment purposes, 
as will be the case with several of the Trustonomy pillars. 

 Autonomous Driving and Automated Decision Support 

In contrast with the other subsections which provide developments in Automated Driving Systems, like DSM, HMI 
or driver training, this part refers more to supporting the other activities which are typically characterised 
by uncertainty and the need to make decisions in an automated fashion. A brief review of recent decision support 
and risk analysis related proposals, referring to each ADS domain, as well as to the automated vehicle as a design 
has been broadly presented above. The major domain-connected aspects, including deep/machine learning, 
in the context of Trustonomy, are as follows: 

• Driver State Monitoring. In 2019 [89] a three-year experiment undertook large-scale real-world driving data 
collection that includes high-definition video to drive the development of deep learning-based internal  
and external perception systems. Their review mentions applications to fine-grained face recognition, 
including driver glances and emotional stress; body pose estimation including positions of wrist, elbow, 
and shoulder joints, to model human driving behavior. Here we use one of the framework components, 
a particular class of forecasting models, as a support function for DSM. 

• Human-Machine Interfaces. The second purpose of the above experiment was to gain an understanding 
of how human beings interact with vehicle automation technology through neural networks [89]. 
Additionnally, cognitive apects are of central focus in HMI for ADS and could desirably be coupled 
with machine learning-oriented methods [41][61]. Multi-objective optimization methods have been used to 
assess HMIs in many contexts including driving, as in e.g. [69]. We thus use components of the framewrok 
to better designs HMIs and choose among HMI designs. 

• Early Warning and Request to Intervene. A general setup for early warning systems and requests to intervene 
may be seen in [194]. General aspects of incident handling may be seen in [55]. Overviews in ADSs may 
be seen in [170]. Here we use the whole decision support framework outlined above to both support early 
warning and RtI decisions. 

• Insurance. Research references have yet to be found in this domain. Important references include 
documents raising awareness about the likely new business environment and the cyber attacks that may 
undertaken over ADSs [8][23][43]. In general, the domain of insurance is pervaded by risk analysis 
and decision analysis concepts as sketched above. 

• Ethical Decisions. As mentioned, decisions made when facing catastrophic scenarios such as unavoidable 
fatal collisions do not lead to a general consensus. Surprisingly, the response varies substantially across 
the world taking into account correlation factors between social and economic issues within a country [168].  
Indeed, there are many ethical implications to be derived in relation with the shift of responsibility from 
human drivers to ADSs in making “ethical” decisions under critical scenarios, including whether to prioritize 
protecting those inside or outside the car in case of an unavoidable collision. This leads to moral dilemmas 
which will require considerable deliberation. Some of the questions posed include whether should an ADS 
in priority save the lives of persons in the vehicle  or of pedestrians in the street? Are the lives of younger 
people of higher importance than those of older people? Would animals be a sufficient reason to steer 
a driverless car off the road, potentially endangering the persons in the car? [34][38]. The Operational Design 
Domain (ODD) definition is also crucial at this stage. Defining an ODD compatible with the actual technologies 
helps reducing to the minimum unavoidable fatal situatians. The ODD can be enlarged step by step 
as technology evolves. Related to ODD are the scenarios defintions for deployment of ADS. 
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• Cyber Attacks to Automated Driving Systems. The field of adversarial machine learning (AML) is relatively 
recent and refers to ICT technologies. It essentially started with providing the first approach to adversarial 
classification [56], with recent reviews prominently mentioning ADS as a major application arena for AML 
[271]. Interest in this area began with the harnessing attacks concept, which show how imperceptible image 
changes can lead to evaporation of image elements, thus affecting the car's behavior [100] (e.g., persons 
in a scene evaporate and a vehicle accelerates when it should brake). A general review of ADS attacks 
is reported in [23]. It is also worth mentioning the various attemps that made the news where researchers 
successfully hacked a Tesla [101][256]. This should strengthen the incentives that have been discussed, thus 
far with respect to AML methods. The underlying idea would thus be to support decisions for more robust 
ADS designs (or ADS component designs) in the sense that they better cope with cyber attacks. 

 General modelling objectives for decision support and risk analysis in Trustonomy  

As stated, the activities within this pillar are mainly addressed towards supporting the other project activities. Thus, 
the general objective would be to provide on-demand decision analysis and assessment support to the other project 
activities. The modelling approach that is expected to be undertaken in the project is presented below: 

• Driver state monitoring (DSM). Firstly, the states of interest and their groupings (for example, alert enough, 
not alert enough) have to be defined. For each technology considered, a model, e.g. based on a deep neural 
net, which provides the probability of various states given the readings of the corresponding technology will  
be defined; then, various models will be integrated via Bayes formula. Finally, these probability estimates 
will be used for decision purposes, possibly based on the most likely state, depending on the utilities used. 
At a next stage, the dynamic aspects of this activity will be taken into account coupling the indices provided 
with forecasting models which allows the detection of anomalies in behaviour and, consequently, set up 
alarms, or predict sufficiently in advance relevant changes in driver state. This driver state would appear 
as the hidden state in a dynamic model which affects the observed variables  associated with the 
technologies. Then, we would design the alerts and corresponding vehicle actions. 

• Operational  assessment of Human Machine Interfaces (HMIs). Issues to be discussed include whether  an in-
vehicle display should continuously show automation status; drivers should be alerted through a visual 
display only; an auditory warning should alert the driver; some kind of  haptic warning should be used to alert 
the driver; the timing of the warning should take account of vehicle speed and other contextual factors; 
the vehicle should receive confirmation from the driver that they are ready; the driver should be informed 
why they need to resume control; drivers should be able to personalise warnings; warnings should 
be standardised across vehicles; warnings should escalate in urgency, to prepare drivers. The support work 
to be performed would include: developing the criteria for evaluating HMI designs and a multicriteria value 
function to assess HMI designs; based on the experiments and pilots, assess the chosen HMI designs to find 
the optimal one. We would then explore combinations with the DSM methods outlined above. 

• Ethical Automated Driving decision support. A set of ethically challenging or questionable RtI scenarios has 
to be identified and a consultation with experts and non-experts of pros/cons of possible solutions from 
a legal and ethical perspective has to be performed. Furthermore, identified objectives have to be 
considered within an ethical driving setting to identify the parametric form of a utility function within such a 
setting and provide ways to assess it as well as ways to let the utility evolve and learn cooperatively. Next, 
the models against the set of challenging scenarios will be run.  Concerning adaptive early warning decisions 
for RtI, a generic early warning model combining the developments in earlier strands and provide an adaptive 
version will be developed and tested. Finally, it is also necessary to provide a library of ethical trajectory 
planning models in ADS. Insurance options will also be reviewed. Moreover, the Operational Design Domain 
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(ODD) is also fully considered to minimize possibly critical  RtI. The definition of the traffic scenarios for which 
the ADS are required  are a key point. 

• Driver Intervention Performance Assessment (DIPA). The framework takes into account the DSM output 
and  forecast and the current state of traffic and forecast, and the utility function underlying the decisions  
of the vehicle, as well as basic features of the driver in charge. It would decide, in a predictive manner, 
whether control should be transferred to the driver or not. At a second stage, an interaction between 
vehicles with different automation levels would be considered. Finally, extensions to fully automated 
vehicles would be explored. Considerations that should be taken into account include whether drivers should  
be able to pass control back to the vehicle at any time; the vehicle should be able to learn how good a driver 
is at resuming control; the vehicle should decide when control will be passed over, not the driver;  
or passengers should be able to hear and see the warnings to resume control. For these, we would need  
a list of objectives to support DIPA decisions; a  parametrised utility model to support DIPA decisions;  
a framework to support DIPA decisions; the inclusion of adversarial risk analysis elements to take into 
account various automation levels; and an exploration of extensions to fully autonomous vehicles.  

 Decision Support, Risk Analysis and Assessment Methodologies in the Trustonomy approach 

Risk analysis and assessment activities within the Trustonomy approach focuses on the above mentioned models 
(3.1.3), methods, threats and treatments, which are supposed to be used during research, including pilots. 
A selection of the described ideas will be made and applied in the pilots to support the concepts there pursued. 
Data pertaining to vehicle characteristics (position, surrounding traffic, etc.) could be fed into the decision layer so as 
to improve in real-time the coherence between the driver state and its actions. As mentioned, all of the pilots could 
be complemented by Structured Expert Judgement (SEJ) [52] methods to enrich datasets if needed. Whether the 
same type of data (e. g., DSM) collected from different pilots should be jointly or independently used to train the 
model is yet left as an open question. 

3.2 Driver State Monitoring Framework  

Reaching the destination is usually the main reason for driving a car [90]. Increasingly, drivers engage in activities not 
related to this task, which may have a negative impact on the quality of performance. Trustonomy makes  
an attempt to indicate such measures of driving quality that will allow the determination of whether the driver 
engages in additional activities while driving and his/her arousal level is beyond the optimum. This may result in the 
reduction of attention resources allocated to the basic task - driving. Driver’s attention may be distracted by objects 
outside (billboards etc.) and inside (mobile, navigation, multimedia system etc.) the vehicle. Particularly the second 
mentioned aspect of distraction raises more and more concerns, due to the increasing number of systems and 
services that are available in the car. It is estimated, that 24% to 38% of traffic accidents result from one or more 
forms of inattention [21]. It raises similar concerns in terms of taking back control by the driver over the vehicle 
whilst out-of-the-loop, especially in L3, L4 vehicles.  

Detection of cognitive overload states and improper attention allocation is a serious scientific and engineering 
challenge. Broad selection of different indicators of driver behaviour and activity has been used for detection, 
including the qualitative measures of driving as well as physiology and mental measurements. The ambition  
of Trustonomy is to develop a reliable, universal method for testing and assessment of driver state, including 
the multi-sensor and technique-based solutions.  
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 Theoretical Framework 

In order to prevent dangerous situations on the road and build enough trust in automated vehicles the driver’s 
availability to intervene has to be evaluated, through continuous Driver State Monitoring (DSM). The DSM collects 
observable information about the human driver in order to assess driver’s capability to perform the driving task  
in a safe manner. With the development of Highly Automated Driving, these systems gain more relevance due 
to the need for understanding and adjusting to the driver conditions. DSM has been custom designed for purpose 
application such as distraction or drowsiness detection [98]. 

The Driver Monitoring System was first introduced by a team of Japanese engineers from Toyota and Lexus.  
It was the GS 450h which featured the new safety system. The DSM designed in 2006 was integrated with a Pre-
Collision System (PCS). It used the functionality of a CCD camera placed on the steering column which was capable 
of eye-tracking, via infrared detectors. When it detects driver inattention and a dangerous situation, flashing lights 
and warning sounds warn the driver. If no action was taken, the vehicle applied brakes (a warning alarm sounds 
followed by a brief automatic application of the braking system) [158]. Two years later Toyota released the model 
Crown in which DSM detects sleepiness by monitoring the eyelids [260].  

The cognitive aspect of a human state in the context of automated driving primarily refers to the interpretation  
of the current driving situation. Driver's response to an event on the road is a component of perception, decision 
and response selection. It is influenced by attention, especially the way attentional resources are allocated  
to the current tasks. The driver’s response is also affected by long-term, memory-based factors such as the mental 
model of a human driver (created by the system). Situation awareness and automation during ADS driving mode,  
as well as transition situations are in scope of Driver State Monitoring [120]. 

Awareness is correlated to attention. The classic definition of attention was formulated by James [122] and indicates 
its active nature, as well as the main function - selection of information. The contemporary definition of attention 
has been formulated, among others in the work of Nęcka et al. [195]: "Attention is the system responsible 
for selecting information and preventing the negative effects of overloading the cognitive system by excess data". 
According to this definition, attention has four basic functions [195]: 1) selection of stimuli reaching the individual, 
2) orientation of cognitive processes, 3) determining the size of cognitive resources used in implementation 
of various tasks, 4) maintaining cognitive involvement while performing various activities. Nęcka also proposes five 
basic aspects of attention [195]: 1) selection of information source, 2) ability to search the field of perception, 
3) prolonged concentration, 4) divisibility of attention, 5) attention shifting. 

One of the key elements of attention is its selectivity. This term refers to mechanisms for receiving information from 
various sources [195]. In the publication Trick et al. [263], based on literature analysis, two basic concepts were 
proposed in reference to attention in road traffic - automation and control. The division into automatic  
and controlled activities proposed by Posner and Snyder [219] indicates significant differences: automatic processes 
do not engage consciousness and have little demand for cognitive resources. Controlled processes are those  
for which it is necessary to engage conscious cognitive processing (they use complex cognitive processes), which 
determines their high demand for cognitive resources. The automation of activities allows the reduction of the 
mental effort needed to perform them. 

The term "cognitive load" (or task load) is used in assessing the impact of performing tasks on human functioning.  
It has been addressed relatively recently and a generalized definition has not been developed yet. In Tijern's work 
[257], cognitive load was defined as competition between an additional task and driving. In the work of Wickens 
and Holland [275] the time domain was indicated as the key to the cognitive load, defining it as: "the proportion 
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of time spent on performing the task, in relation to the total available time". The reference to the time of completing 
the task is supported by several other works in which it was noted that more demanding tasks require more time 
to complete them [128][235]. Based on the above theories, the Driver Workload Metric’s (DWM) [10] definition 
includes the context of driver distraction, in which cognitive load is defined as [18]: "a conflict for driver resources 
(perceptual, cognitive, physical) between driving and non-driving related tasks occurring during drive ...". This 
definition is the most often used in describing the issue of cognitive load in the context of drivers. The load could 
be also categorized regarding, the use of resources: visual, manual and cognitive load [110]. 

In their work, Pattitt, Burnett and Stevens [215] noted that in scientific research, the factor of distraction is often 
tested without prior definition of distraction. This leads to the inability to compare the results with other research 
carried out worldwide [249]. Conceptual and methodological inaccuracies relating to various forms of driver 
inattention affect the effectiveness used measures. Also, in the case of "inattention" there is no coherent definition 
of the phenomenon. The term "attention" has been much better described in psychology, although there are some 
discrepancies in definitions. As a contrast to the state of attention, the terms inattention or distraction are suggested, 
and should not be used as synonyms. The definition of distraction is: "failure to notice something or pay attention  
to something". Therefore, distraction involves diverting attention from important task (e.g. driving a vehicle)  
and directing it to another area [225]. In the study of Klauer et al. [136] distraction of the driver was described as:  
"the driver's decision to engage in a secondary task that is not necessary to perform the primary task - driving". Driver 
distraction by a non-driving related task belongs to the category of external and internal, intentional distractions. 
These distractions are conscious decisions to engage in an additional activity. Drivers can control the method 
of  allocating attention depending on the adopted strategy of dividing attention. 

Incorrect risk assessment in DSM usually affects negatively the ability to choose "when to engage in a non-driving 
task." Drivers can regulate their non-driving activity so that it happens while a lower level of risk associated with 
driving [249] is expected, which is the case for L3, L4 automated vehicles. Inexperienced drivers are more likely 
to engage in visual- manual multimedia tasks while driving than more experienced drivers [15][91][220]. According 
to relevant research [249], the involvement of drivers in additional tasks was negatively correlated with their skills 
and positively with the declared skills (e.g. people who often use phones while driving overestimated their skills). 
Additionally, people with reduced cognitive predisposition to perform several tasks simultaneously willingly 
use mobile phones while driving [234]. Surveys noted that drivers declared using phones while driving because they 
believe they are able to drive safely while using the device. However, the same drivers, seeing others using phones 
while driving, consider this to be very risky [234]. 

A number of researches indicate the existence of a wide spectrum of possibilities to analyse driver behaviour due 
to the detection of an objectionable condition. The DSM has to assess, evaluate and predict driver’s ability to perform 
in case of RtI occurs. Regarding this, a great number of key driver states have been identified in the next paragraph.  

 Identification of key driver states   

There is no universal definition of what is considered as driver state, in fact the term is often used loosely  
by the community psychologists and engineers. The state is a set of conditions that affect the driver in a particular 
instance. The optimal state is attention. The Driving State Monitoring systems are designed to provide identification 
of specific conditions, mainly distraction and fatigue. It is worth noting that there are other known conditions,  
for example intoxication with alcohol or drugs.  

Attention is one of the main cognitive processes. It is responsible for selecting information and maintaining cognitive 
engagement, although there are several complementary definitions of the attention function. The current state  
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of knowledge in the field of human mental processes does the indication of the dominant or the most accurate 
metaphor of attention. Various trends of cognitive psychology distinguish, among others, the metaphors: attention 
filter [37], attention reflector (in Maruszewski's work [166]) and visual attention [216]. In most theories, attention 
allows selection of the stimuli received and the choice of reaction. Attention as a result of selection  
of information influences the driver's behaviour. The choice of reaction is multilevel and it can take place consciously, 
but it can also be performed in a more automated way, with less cognitive control. 
 
Even though it’s hard to give a clear definition of driver state there are several components, which should  
be monitored by a DSM to provide correct assessment of driver’s ability to perform (Table 3). 

Table 3 Description of driver state components. 

Component Explanation 

Sensory state 

a state which could be measurable by head position, eye closure, eye blinking, yawning, position of 
gaze, detecting a non-driving task. This state is responsible for human’s ability to perceive 
environmental context of driving and noticing RtI (Request to Intervene). It’s corresponding mostly to 
eyesight and vision; 

Motoric state 
described by body position, especially hands/feet position and availability, seat position, back rest 
angle and potential unsafe position for integrated safety systems. It’s corresponding to driver’s 
posture. It indicates positions that could be a result of non-driving tasks; 

Cognitive state 
is measurable by for example, eye movement, pupil dilation. It reveals driver’s attentional resource 
allocation, such as internal thoughts, mental and verbal tasks; 

Arousal level 
an individual degree of responsiveness to stimuli. It decreases during long, monotonous tasks (for 
example. driving with ADS). It can be monitored by percent of eye closure (PERCLOS), blinking time, 
and EEG alpha- and theta-waves; 

Emotional state 
for example, happiness, sadness, depression. It should not be assumed that the driver makes decisions 
rationally based on his/her insights, skills and experience. 

 

Distraction happens when attention is shifted away from driving-related tasks to non-driving tasks.  
When distracted, the driver loses awareness of the current driving situation translating into vigilance 
decrements and higher collision risk. According to the predominant resource being used, the distraction 
categories are as follows: visual, auditory, mechanical, and mental [126]. Distraction is closely related to workload - 
the specification of the amount of information processing or capacity that is used for task performance. Distraction-
connected states which may occur during automated driving are described in the table below [120]: 

Table 4 Distraction-connected states which may occur during automated driving [120]. 

Distraction-connected 
state 

Explanation 

Visually distracted/loaded 

driver’s visual attention is focused on non-driving related objects. It is related  
to the allocation of mental resources and is affected by visual information processing or the 
amount of motivation. While visually distracted, driver may fail to detect RtI if a visual 
warning sign appears; 
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Visually-manually 
distracted/loaded 

when driver’s attentional resource is allocated to perform a non-driving related 
visual-manual task, affecting both vision (for example, looking at a navigation system) 
and hand/foot performance (setting destination). While visually distracted, a driver may fail 
to detect RtI if a visual warning sign appears or may fail to react due to a non-driving related 
hand/foot operation. When a driver uses an automated driving system (higher than level 3), 
glance duration to the display of visual-manual task will be longer than in manual driving 
because monitoring is not as required; 

Manually distracted/loaded 

attentional resource is allocated to perform a non-driving related manual task, such as: 
reaching out for something, changes in posture, taking the shoes off. The driver may fail to 
detect RtI while manually distracted or to perform an intervention due to being out of 
driving position; 

Cognitively 
distracted/loaded 

driver’s attentional resource is allocated to perform a cognitive task (internal thoughts, 
mental tasks, verbal tasks, calculations). Cognitive distraction can be caused by a passenger 
or a phone call (even through a hands-free device). The driver may be looking straight at the 
road but his/her ability to react will be lowered. This type of distraction happens both in 
manual and automated driving. Mind wandering might be considered as cognitive 
distraction; 

Low arousal level 

the driver has low capacity available to work with. This state is placed on the left side  
of an arousal curve designed by Yorkers and Dodson. The driver feels fatigued and sleepy. 
Low arousal level is often observed while driving with ADS, due to a low level of cognitive 
demand and monotony; 

High arousal level 

a function of situational awareness, vigilance, level of distraction and direction  
of attention. This state is placed on the right side of an arousal curve. The driver feels very 
stressed and panicked. In terms of automated driving, high arousal level could be observed 
when there is a lack of knowledge and experience in driving with ADS. The driver may feel 
anxious or lost while the system is performing; 

Lack of motivation the driver prefers to finish non-driving related task even if a RtI has been issued. 

Arousal level determines driver’s readiness to perform in a timely, effective and as a result, safe manner. 
The relationship between the level of arousal and performance is represented by an inverted U-shaped function 
(Figure 4) designed by Yorker and Dodson [282]. The minimum and maximum arousal level is when the driver  
is in “distress” (negative stress). The optimum is in the middle where is “eustress” (positive stress) [213].  

 
Figure 4 The relationship between arousal and performance according to Yerkes and Dodson [282]. 
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Usually, drivers tend to experience more complicated arousal states. It is strongly corresponding with effort spent 
on keeping awake and has been described as a struggling state. To include the driver’s efforts to overcome 
drowsiness, a two-dimensional arousal states model (Figure 4) has been proposed. Arousal level is shown 
on horizontal dimension, whereas the vertical dimension refers to the effort against drowsiness. The struggling state 
lies on the bottom right corner of the model, where the arousal level is low, but the countermeasure effort is high 
[202]. 

 
Figure 5 Two-dimensional arousal states model proposed by Noguchi [202]. 

A case where human drivers are experiencing a lack of motivation to engage in the driving task is fatigue. Fatigue  
is a normal result of working, mental stress, overstimulation and understimulation, jet lag, active recreation, 
boredom, and lack of sleep. It may be considered separately, apart from other distracted states.  This state does  
not only reduce situation awareness but also affects the central nervous system and consequently mental and motor 
coordination. As with tasks related to alertness for a relatively long period, there is a natural decrease  
in alertness, however, there are also symptoms of drowsiness and tiredness [126].  

Classification of fatigue: 

• Physical fatigue – a temporary physical inability of muscles to perform optimally, depending on individual 
body condition, sleep deprivation and overall health.  

• Mental active fatigue – a temporary inability to maintain optimal cognitive performance caused by high brain 
utilization for a longer period of time.  

• Mental passive fatigue – a temporary inability to maintain optimal cognitive performance, caused  
by monotonous or repetitive tasks. Drowsy drivers are three times more likely to be involved in a car crash 
and if they are awake over 20 hours, is the equivalent of driving with a blood-alcohol concentration level  
of 0.08% [65]. 

Last, but not least, is the driver state of intoxication. Driving under the influence of alcohol, narcotics or strong 
medicine is considered as highly risky, because eye movement, reaction time and information processing are slowed. 
The intoxicated driver may have difficulty steering, be less coordinated, not be able to control speed and have vision 
problems. The detection could be based on eye tracking, head position, pupil dilation or interaction of laser light with 
alcohol vapours. Although it is legally adopted what is considered as forbidden intoxication level in manual driving, 
it is not related to automated driving. It should be discussed if intoxication should be permitted while driving vehicles 
with higher than the third automation level. Intoxication is not considered in Trustonomy project as its assessment 
is based on medical processes. 
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 Research on objective and subjective measures to assess driver state 

Objective methods for measuring and assessing cognitive load are related to mental and physiological activity 
of the driver. Especially two activity parameters are commonly used: pulse and galvanic skin response (GSR). Based 
on changes in these parameters, it is possible to infer about a change in the level of cognitive load. It was presented 
in the works of Reimer [227] and Mehler [172]. Promising results were also observed using EEG [152] and functional 
magnetic resonance imaging (fmri) [258]. 

Previous research has shown that drivers transitioned to dependence on automation after only 15 minutes  
of autonomous driving. This is evidenced by eye movements, braking behaviour and level of arousal [12][13][14]. 
Arakawa has found that drivers tend to look sideways and become sleepier with autonomous driving.  
The reliability of any system in an autonomous vehicle cannot be 100% [85], therefore the risk of system failure 
always exists. It is necessary to examine human factors regarding the drivers' response to a situation when 
automation systems fail. Considering researches [12][13][14] the physiological conditions of the driver may differ 
depending on manual or autonomous driving, e.g. drivers usually focus attention while driving manually, 
but are distracted when autonomous systems take control [11]. 

Arakawa and others [11] studied the psychophysiological assessment of a driver’s mental state in autonomous 
vehicles, measuring drivers’ biometric data during simulations of manual and autonomous driving. Then they 
compared drivers’ physiological states while riding in an autonomously controlled vehicle and while resuming manual 
control. In their experiment they used: an eye-tracking system, a sensor detecting the body pressure distribution,  
the continuous blood pressure measurement system, and the portable near-infrared spectroscopy (NIRS) system. 
The devices are attached to the participant to record the driver’s biometric data.  

 

Figure 6 Devices used in Arakawa’s experiment [11]. 

A salivary amylase monitor can also be used to measure the participant’s salivary amylase concentration before 
and after driving. It is a protein enzyme found in human saliva. Its role is to digest the carbohydrates, but can be also 
used as a biomarker of physical stress in humans. The salivary amylase concentrations were measured before 
and after the driving sessions. The activity of alpha-amylase significantly increases after stressful situation [253]. 
Arakawa’s team concludes that drivers feel anxious at the transition between manual and autonomous driving, but all 
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drivers become comfortable with the driving simulator. This can be paraphrased as: the drivers feel comfortable 
while in automated driving mode.  

Recent research (2019) states that measuring seating pressure can also deliver information about driver’s behaviour. 
Arakawa and others measured driver’s sitting pressure every 0.1 s in each driving scenario. They found out that the 
frequency of body movement decreases if the driver is distracted from driving or fatigued. A high amount of 
movements can be interpreted as focused driving. Seat pressure and brain activity data indicate driver’s carelessness 
while becoming accustomed to autonomous driving. In the case of the manual driving after system failure scenario, 
drivers have become reliant on the autonomous control, so they were distracted [11].  

In 1967, Man’i noted that in normal conditions, blood pressure increases by approximately 30-40 mmHg for about 
20 minutes driving. It is caused by driving stress [162]. In 2019 when ADS are nearly becoming a reality, the research 
[11] proved that on first automated ride, drivers feel anxious and their blood pressure is high. Gaining experience, 
pressure decreases and drivers become more comfortable and relaxed. Comparing the results from autonomous 
and manual driving sessions, the average relative systolic blood pressure is higher while the vehicle is driven 
automatically. This may suggest that drivers feel discomfort with the autonomous system actuating the pedals  
and steering wheel. On the other hand, participants of [204] research complained about sleepiness in the  
autonomous-driving scenario. Previous studies showed that blood pressure rises if a person is fighting drowsiness 
[204]. In comparison with the tendencies of other driving scenarios, this suggests that the drivers’ mental workload  
is relatively low in the autonomous-driving scenario. Also, the drivers’ systolic blood pressure increased  
in the moment of transition from autonomous driving to manual control. It suggests that drivers experience a sharp 
increase in cognitive load when they drive a vehicle manually after having become accustomed to autonomous 
driving. 

The relation of the theta brain waves to the human spatial perception was discussed in [127]. The theta brain waves 
saliently appear when humans perceive space and decide the next action. In research [239] the brain activity  
was measured and the mechanism of information processing of the brain was discussed by analysing experimental 
data on human brain activity during car driving using NIRS (Near Infrared System). An NIRS was used to record the 
density of oxygenated haemoglobin (oxy-haemoglobin) and deoxygenated haemoglobin (de-oxy haemoglobin) in the 
frontal cortex area. In the frontal lobe higher order processing is done such as memory, judgment, reasoning, etc. 
Observation of brain activity has been made during movement based on spatial perceptions. During the motion,  
the increase of oxy haemoglobin density of the brain was found, but depending on the individual, different regions  
of the brain were observed to be active. It is known that in the outside prefrontal cortex higher order processing  
is done such as behaviour control. It is inferred that the pre-motor area was activated when the subjects moved the 
hand because the pre-motor area is responsible for behaviour control, for transforming visual information,  
and for generating neural impulses control. The NIRS measures of haemoglobin variation in the channels suggest 
that human behavioural decision-making of different types may cause different brain activities. The overall 
haemoglobin concentration in the frontal lobe is higher when the driver is focused on the task. The task is said  
to be driving or thinking of something else as autonomous driving is monotonous. The haemoglobin concentration 
increases when drivers must resume control after they have become dependent on ADS [11]. NIRS can also measure 
eye closure, eye blinking, gaze movement and head position.  

A human’s effective field of view stretches from 4° to 20° in the horizontal direction [179]. Though it was proved that 
the driver is looking directly forward if eye gaze is between ± 20° from 0° [14]. Drivers tend to look directly forward 
during manual driving. Eye movement data suggest that drivers were distracted when accustomed to autonomous 
driving. The transition from autonomous to manual driving entails a major increase in the user’s mental workload. 
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The results suggest that drivers may experience “mind distraction”. It is a phenomenon in which a driver loses focus 
but continues to look directly forward [201][267]. 

Eyelid closure time and blinking period, which are relatively easy to be measured, have been the focus of 
attention as the blinking parameter for the assessment of driver's arousal level. However, the driver's arousal level 
while driving is not monotonously falling from high arousal level to low. The driver usually holds out against sleepiness  
while driving, so that Noguchi [202] noticed that the same eyelid closure time and blinking period occurred even 
though the driver's arousal level was different. Before the drivers enter the extremely drowsy state and thrive  
on sleep, they may have to spend large efforts striving to keep themselves awake - a struggling state. The levels  
of efforts were rated [202] using examples from behaviours such as moving the mouth, rubbing the face, head 
movement, conscious eye-blinking and conscious deep breathing. In [270] the indicators of fatigue (e.g. prolonged 
eyelid closures, yawning and rubbing of the face) were recorded every five minutes for durations of one minute. 
Based on the indicators recorded in the period, the fatigue level of the drivers was classified on a scale from 0 (awake) 
to 8 (very strong fatigue). The nuances of fatigue (-/0/+) were determined through the number of occurrences  
of the indicators in one-minute interval for each fatigue level. 

Table 5 Levels of fatigue and indicators of fatigue used by Vogelpohl [270]. 

Fatigue level Facial and behavioural indicators of fatigue 

0 – awake  
Fast eyelid closure, inconspicuous blink behaviour, continuous switch of focus, upright 
sitting position, fast saccades, hand position on steering wheel ‘’10 and ‘’2 

1 – light fatigue (-) Prolonged eyelid closures of up to 0.5s, tired facial expression, yawning, rubbing, scratching 
of face, grimacing, tilted head 2 – light fatigue (+) 

3 – medium fatigue (-) 
Prolonged eyelid closured (approx. 0.5-1s), eyes staring/”glassy eyes” with long blinking 
pauses (>3s), stretching/lolling, eyes half-closed 

4 – medium fatigue (0) 

5 – medium fatigue (+) 

6 – strong fatigue (-) 
Very long eyelid closure (1-2s), eye rolling, head-nodding 

7 – strong fatigue (+) 

8 – very strong fatigue Eyelid closures > 2s, micro-sleep episodes, startling awake from sleep or micro-sleep 

 

Vogelpohl’s test, depicted in Table 5, shows that after 20 minutes of driving, about half of the participants 
in the automated driving condition had reached a medium level of fatigue or higher. The same ratio of fatigued 
drivers in the manual driving condition was found after 45–50min of driving. 

Subjective methods, such as questionnaires can also be used to ascertain driver state, such as cognitive load. One-
dimensional questionnaires examine only one dimension of cognitive load, whereas  
multi-dimensional examines several dimensions. One-dimensional examples include the MCH (Modified Cooper 
Harper Scale) [276] and RSME (Rating Scale Mental Effort) [285], which according to Vetman and Verwey [281]  
are very accurate tests for studying cognitive load. Among the multidimensional methods, there are two outstanding 
methods: the NASA-TLX (NASA Task Load Index) [107] and the Subjective SWAT (Subjective Workload Assessment 
Technique) [226].  
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 Driver state assessment in relation to driver performance 

The relationship between driving speed and an additional task was demonstrated in Fofanov's study [84]. In these 
tests, drivers performed two types of additional tasks: operating the audio equipment in the vehicle and calling  
on the phone. It was noted that drivers tried to reduce their cognitive load by reducing speed. The effect was more 
pronounced for older drivers. Another research [174] showed the effect of performing an additional task in the 
elderly. These people more often slowed down during the performance of an additional visual task, and a higher 
speed amplitude was noted than in other age groups. When a listening task was performed, the opposite effect 
was observed - drivers accelerated compared to non-distracted driving. In the same studies, the effect of increasing 
the distance from the preceding vehicle was also observed when performing a visual task. Studies [72] compared the 
impact of a visual task with an auditory task. The auditory task did not change the speed of travel, but only caused 
an increased concentration of sight (number of fixations) in the middle of the road. The visual activity led 
to a significant reduction in speed. This effect is interpreted as a compensation. The driver reduces the load on basic 
task to meet the requirements of the additional task [72]. Increased speed variability was indicated as an effect  
of the driver's cognitive load [112]. 

Merat [174] confirmed the impact of performing additional tasks on steering in the cross-section of the lane, while 
confirming the use of this method in assessing the degree of driver involvement in activities not related to driving. 
During the visual task, 24% of middle-aged participants and 38% of older drivers had trouble keeping in the lane. 
Departures outside the lane were observed in 13% of middle-aged people and 30% in older drivers. These people 
had greater problems with lane maintenance, and the tasks affected their driving style more than middle-aged 
people. The bigger impact on drivers was obtained in real conditions, where the performance of tasks caused, 
in addition to problems with keeping the vehicle in the lane, also a greater number of sudden steering movements 
(correction of the direction of travel) and reducing the distance to the lead vehicle. Monitoring of parameters related 
to vehicle control in the cross-section of the lane and vehicle speed seems to be justified for detecting the load 
induced by tasks involving the driver's sense of sight. 

 Overview of driver monitoring technologies  

As automated driving systems are becoming a reality it is crucial to monitor driver state in a continuous,  
context-aware and non-distractive manner. DSM technologies rely either on single sensors, or on the fusion  
of multiple sensors. The combination of different indicators or sensors helps to detect in which sensory, motoric, 
cognitive or arousal state the driver is. Continuous context-aware driver behaviour analysis models have to be in use 
while the RtI (Request to Intervene) has occurred. Advanced DSM technologies exploit machine learning use deep 
convolutional networks and advanced Bayesian inference statistical techniques to create personalized behavioural 
models of estimating and predicting driver’s reaction [98]. In L3 vehicles the driver is in the loop, being involved in 
driving operations and has to react whenever a RtI occurred. The DSM has to establish the driver status and his/her 
ability to take control over the vehicle. Different measures and technologies are used in assessing driver’s state. 
There are two main types of measures: 

• Vehicle-oriented – driver state is monitored through his/her performance, usually based on predefined 
thresholds for each manoeuvre. It uses data from on-board sensors (driving path, acceleration, speed 
control). This method is currently being developed by adding a personalizing factor. 

• Human-oriented – driver state is assessed by behaviour/physiological functions control. It uses data from  
a number of sensors designed to observe driver (eye closure, gaze direction, position). 

In order to assess the psychological functions of the driver, various methods are being used. Examples of methods 
related to detect distraction-connected states are shown in the table below.  
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Table 6 Distraction-connected states detection – methods (own study based on [11][98][120][270]). 

Distraction type Affected resource Detection 

Visual distraction 

Vision  

Eyes-Off-Road Duration (TORSA/Time Off Road-Scene-Ahead) 

Mean Glance Duration 

Comparison of Glance Pattern 

Manual operation 
Head position 

Body posture 

Mental resource Eye Fixation Related Potential (EFRP) 

Visual-manual 
distraction 

Vision 

Eye tracking 

Eye glance 

Real-time driver-facing video analysis 

Manual operation  
 

Body posture 

Hand position 

Hands-on-wheel tracking 

Signals from connected device (mobile phone, radio, navigation) 

Mental resource  
EFPR 

NASA-TLX (NASA Task Load Index) 

Manual distraction 

Vision  Eye tracking 

Manual operation  

Body posture 

Hand position 

Hands-on-wheel tracking 

Cognitive distraction 
Vision  

Pupil Diameter 

Blink Frequency 

Mental resource NASA-TLX  

Low/high arousal level 

Vision  

Blink Frequency 

PERCLOS (Percentage Eye Closure) 

EYEMEAS (Mean Square Eye Closure) 

MEANCLOS (Mean Eye Closure) 

AECS (Average Eye Closure Speed) 

Manual operation 

Sitting pressure 

Head position 

Hands position 

Yawning 

Nodding 

Slouching 

Eyebrow rising 

Mental resource  

KSS (Karolinska Sleepiness Scale) self-rating 

Self-assesment Manikin 

EEG alpha/theta waves 

Microsleep rate 
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Eye behaviour, especially gaze, is mainly used to detect distraction. Eyes-Off-Road (EOR) is a simple  
and effective method of identifying if the driver is looking at the road - the longer time off road is detected, the lower 
driver’s awareness is. Glance Pattern refers to sequence of Area of Interest (AOI) fixated by the driver. AOI sequence 
allows the prediction of driver’s intentions (e.g. mirror checking before overtaking). It may be compared with 
normative patterns or a driver-based model developed by the system. Mean Glance Duration highlights the time 
spent on each AOI, which enables the detection of disproportional gaze time allocation as an indicator of task 
engagement/distraction. Pupil Diameter has been reported to be sensitive to cognitive (mind wandering)  
and auditory distraction (conversation). Fatigue could be detected by eye based signals, due to a deep nervous 
connection between the brain and eye. These signals are not controlled consciously by the human [98]. Increments 
in blinking frequency can be associated with reduced vigilance. Blink metrics are usually defined with a minimum 
time acceptance (bellow which the blinks are ignored due to noise data) and a maximum time from which is already 
considered a Microsleep. Microsleeps are inherently associated with fatigue so in this case also the increase 
represents an increase in fatigue. EYEMEAS (Mean Square Eye Closure), MEANCLOS (Mean Eye Closure), and AECS 
(Average Eye Closure Speed) metrics use raw eyelid behaviour over medium size time intervals, providing an 
overview of that interval. The most used metric is the PERCLOS (Percentage Eye Closure). Manual distraction  
is related to the driver’s body posture during driving task (e.g. driver facing the passenger). 

Drowsiness may be expressed subjectively. One of the most known and widely used method is NASA Task Load Index. 
It is devided in two parts: the questionnaire and analysis. The total workload is divided into six subjective subscales 
(mental, physical, temporal demand, performance, effort, frustration). Each task is rated within a 100-points range 
with 5-point steps. It examines cognitive workload. Another detection model –  Karolinska Sleepiness Scale (KSS) 
defines the sleepiness levels from 1(extremely alert) to 9 (extremely sleepy, fighting sleep) [202]. The scale exists  
in two versions. The original scale had labels on every second (odd) step (1, 3, 5, 7, and 9). Baulk et al. [22] added 
labels to the remaining four (even) steps. It has been widely used in studies of sleep deprivation and driving. KSS has 
been found to correlate well with polysomnographical measurements (PSG), like alpha (8–12 Hz) and theta (4–8 Hz) 
activity in the EEG. It is also prooved that increasing KSS results corresponds with worsening of performance [6]. 

Identification of the driver's condition is necessary to assess his/her ability to drive. The choice of technology used 
to detect worrisome changes in driver behavior and to assess attention, should be based on current SoA and SoP.  
In accordance with the user requirements specified in task T1.2, DSM should include driver’s position tracking, 
behavior, fatigue and distraction assessment in non-affecting manner. The sensors and technologies that are likely 
to be used in DSM are as followed: 

• Near Infra-Red (NIR) camera – often used as a part of eye-tracking system. Near infra-red light is directed 
towards the pupil, causing detectable reflections in both the pupil and the cornea. These reflections - the 
vector between the cornea and the pupil - are tracked. This is known as pupil center corneal reflection 
(PCCR). Normal light sources (with ordinary cameras) aren’t able to provide as much nessesary contrast,  
as the accuracy of gaze direction measurement is dependent on a clear demarcation (and detection)  
of the pupil, as well as the detection of corneal reflection. An appropriate amount of accuracy is much harder 
to achieve without infrared light [80]. NIR detects eye closure, blinking, eye gaze direction, head position. 

• Far Infrared Rays camera (FIR) – the device which can image FIR radiated from objects, so that far-distance 
shooting and image recognition at night can be performed without being influenced by light sources.  
The sensor detects the temperature of an object and a thermal imaging is used to monitor occupant 
presence and position. Modern FIR cameras can record temperature differences below 0.05°C, allowing 
high-contrast imaging of live objects, whose temperatures often significantly stand out relative to their 
background. FIRs are also likely to be used in autonomous vehicles enabling L3 and up autonomy, due 
to the ablility of pedestrians detection over 200 meters away in poor weather condition [238]. 
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• Time-of-Flight camera (ToF) – a depth IR-based camera used for proximity-based driver monitoring.  
It is a range imaging camera that employs time-of-flight techniques to resolve distance between the camera 
and the subject for each point of the image, by measuring the round trip time of an artificial light signal 
provided by a laser or an LED. Laser-based time-of-flight cameras are part of a broader class of scannerless 
LIDAR. The distance resolution is about 1 cm. The spatial resolution of time-of-flight cameras is generally low 
compared to standard 2D video cameras. ToF cameras operate quickly by providing up to 160 operations 
per second. Using Time-of-Flight cameras, the DSM may be able to detect hands on wheels, fainting  
or occupant presence. 

• CCD or CMOS cameras with image processing module – detection of facial expressions, yawning, nodding 
and body posture. 

• Far-field speech recognition – a technology for speech interactions, aims to enable to recognize distant 
human speech (usually 1m-10m). It consists of front-end signal processing and back-end speech recognition 
modules. The front-end module aims to “cleanse” the speech of noise and reverberation using various 
speech enhancement techniques such as dereverberation and beamforming. The back-end module is similar 
to an ordinary speech recognition system, and aims to recognize and convert the “cleansed” speech into 
text. It may be used to detect if the driver is much involved in the conversation and whether he/she  
is angry, nervous, excited (volume, tone of voice). 

• Radar – wave-based sensors either mounted somewhere in the front part of the cabin or in the driver’s seat. 
They use Frequency Modulated Continuous Waves (FMCW) to reliably detect moving or stationary targets. 
They can monitor vital signals like heart rate, respiratory rate. 

• Lidar – Light Detection and Ranging device that measures distance to a target by illuminating the target  
with laser light and measuring the reflected light with a sensor. Lidar uses ultraviolet, visible, or near infrared 
light to image objects. It can target a wide range of materials, including non-metallic objects, aerosols 
and even single molecules. A narrow laser beam can map physical features with very high resolutions. Lidar 
uses active sensors that supply their own illumination source. The energy source hits objects 
and the reflected energy is detected and measured by sensors. Distance to the object is determined 
by recording the time between transmitted and backscattered pulses and by using the speed of light 
to calculate the distance traveled. Flash LIDAR allows for 3D imaging because of the camera's ability to emit 
a larger flash and sense the spatial relationships and dimensions of area of interest with the returned energy. 
As for DSM, lidars can monitor the entire vehicle cabin including driver and passengers, allowing tracking 
activities inside the cabin (bodies posture, hands position, heads position). Lidars can indicate if the driver is 
distracted or has a non-driving posture. 

• Electrocardiogram (ECG) – a test that measures the electrical activity of the heartbeat. The device determines 
the heart rate with the use of electrodes placed on the skin. With each beat, an electrical impulse travels 
through the heart, causing the muscle to squeeze and pump blood from the heart. A normal heartbeat on 
ECG will show the timing of the top and lower chambers [71]. In DSM systems,  
ECG measurement indicates vital signals of drowsiness. 

• Electrooculogram (EOG) – a device measuring the electrical field generated by the electric potential 
difference between the cornea and the retina. The field reflects the orientation of eyes and is correlated 
with eyeball movement. The EOG signal is measured with the use of electrodes placed on the skin near  
the eye (plus a ground electrode placed on the forehead or earlobe and, preferably, chin rest). The eye acts 
as a dipole in which the anterior pole is positive and the posterior pole is negative. Left gaze: the cornea 
approaches the electrode near the outer canthus of the left eye, resulting in a negative-trending change  
in the recorded potential difference. Right gaze: the cornea approaches the electrode near the inner canthus 
of the left eye, resulting in a positive-trending change in the recorded potential difference [66]. 
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• Electromyogram (EMG) – a diagnostic procedure that evaluates the health condition of muscles  
and the nerve cells that control them. These nerve cells are known as motor neurons. They transmit electrical 
signals that cause muscles to contract and relax [181]. EMG is used for recording and evaluation of skeletal 
muscles electrical activity. In the context of DSM, the limb-muscle activity, facial muscle activity,  
and the trapezius muscle are commonly used.  

• Electroencephalogram (EEG) – a device measuring signals of frequency ranging from 0.5 to 25 Hz.  
An increase in the power within the theta frequency band (4-8 Hz), and a decrease in the alpha frequency 
band (8-13 Hz) indicate drowsiness. EEG signals are declared to best detect drowsiness in combination  
with EMG. 

• Galvanic Skin Reaction (GSR) – falls under the term of electrodermal activity, or EDA. It refers to changes  
in sweat gland activity that are reflective of the intensity of our emotional state, otherwise known  
as emotional arousal. The device measures electrodermal activity that correlates with emotional arousal.  
It is noteworthy that both positive and negative stimuli can result in an increase in skin conductance.  
The GSR signal is therefore not representative of the type of emotion, but the intensity of it.  
GSR  measurements work by detecting the changes in electrical (ionic) activity resulting from changes  
in sweat gland activity. Skin conductance is captured using skin-applied electrodes. Data is acquired with 
sampling rates between 1 – 10 Hz and is measured in units of micro-Siemens (μS). When there are significant 
changes in GSR activity in response to a stimulus, it is referred to as an Event-Related Skin Conductance 
Response (ER-SCR). These responses, otherwise known as GSR peaks, can provide information about 
emotional arousal to stimuli [80]. For DSM, sensors are placed in the steering wheel or attached to the 
drivers’ hands/feet.  

With the progress in image processing systems and camera technology, today it is quite common to use cameras  
in Driver State Monitoring systems. Despite the progress, the data is still noisy. For blink-based indicators, this  
is especially problematic because a non-detected eye can be interpreted as closing the eyelid. Eyeglass lenses can 
make it difficult to detect the pupil. Glasses or body posture that are not facing the camera invalidate systems based 
on eye metrics. Behavior-based metrics are a promising source of information for detecting drowsiness.  
These systems have to take into consideration the fact that the driver changes his behavior in an attempt to fight 
fatigue. One of the main advantages of behavioral indicators is that they reflect the way a passenger looking  
at the driver would deduce fatigue. Due to its intuitive nature, it allows to easily synthesize a rule-based system,  
for example systems based on fuzzy data. In extreme cases, the driver may not exhibit behavioral characteristic  
of drowsiness and fatigue. For this reason, behavior-based measures should not be used alone because they are not 
sufficient. Another limitation is that each specific activity requires a specific detection algorithm that significantly 
limits the detection capabilities for practical reasons and limits the signals to a generic set [126]. A significant problem 
of existing applications is the limited data size used to analyse driver behaviour. Detection of distractions is a complex 
process in which both psychological and technical aspects should be considered. The model used to detect driver 
distractions should refer to a number of requirements highlighted in task T1.2.  

 DSM technology assessment and Trustonomy approach 

DSM systems are becoming a commonly used component of vehicle safety systems, which is stimulated by vehicle 
manufacturer’s pursuit of safety, but also Euro NCAP testing protocols (DSM testing protocol should be implemented 
in 2020 [77]). There is however one important issue related to this process: how to validate DSM system accuracy, 
especially considering different environmental conditions, different driver physiognomy and different distractors, 
such as glasses. This becomes even more complicated, when comparing different systems. Most DSM systems rely 
on video cameras (usually operating in near infra-red), but, as shown above, the list of potential sensors is long. 
Proper validation/testing procedures require accurate input data: well controlled test conditions and repeatable 
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driver’s behaviour. At the same time, it is not possible to record repeatable human reactions, especially when 
considering drowsiness, but also distraction. Because of this, most researchers and DSM system developers rely on 
pre-recorded data. A lot of research papers in this field use widely available databases, some researchers perform 
their own tests. DSM manufacturers performs large-scale simulator and field tests, collecting their own databases. 
There are however serious issues with using pre-recorded data when trying to compare different DSM systems: most 
of the commercial implementation of NIR camera-based DSMs rely on appropriate illuminators, precisely positioned 
and calibrated with each system. Different systems running at the same time in the same cabin may interfere. What’s 
more, one of important parameters is camera placement. Placing more than one system in one spot may be difficult, 
or even impossible. Euro NCAP is aware of these problems but cannot propose any solutions right now. In the first 
versions of the protocol, DSM systems won’t be validated, only verified if they are mounted in the vehicle and turned 
ON by default. Also “if available, the dossier [provide by manufacturer] should summarize the findings from real-
world or simulated real-world evaluations” [78]. 

The most promising solution to this problem is using simulation to generate DSM testing input data. Such simulation 
is based on real driver behavior recorded in the simulator or real vehicle, reflecting different states such drowsiness, 
fatigue or distraction. It can be then replayed with different setups of simulated hardware (camera and illuminator 
locations, technical parameters, etc.), in different environmental conditions, or even using different actor model. 

 
Figure 7 DSM simulation developed by Robocar Technologies. 

Trustonomy aims to adopt an integrated approach, where ADS-related technologies and solutions are tested  
and evaluated with real users and non-technical experts. Trustonomy represents a human-centred approach,  
but industry player’s suggestions and requirements are being taken into account. In order to enable innovation 
progress, an overview of current DSM technologies in the context of L3-L4 automation has been made. Basing on 
a set of requirements identified in D1.2 and above presented SoA, a great number of different state monitoring 
techniques will be tested and compared in various driving scenarios relating to the RtI situation. This will be 
ascertained via a common assessment scale and other suitable measures. As for now, a DSM-related assessing scale 
has been developed. 
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Table 7  shows DSM technology assessment paper which will be used in usability comparison of different sensors 
and their combinations (in addition to simulations). Rows represents requirements, while columns stand for 
technologies.   
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Table 7 DSM technology assessment paper. 

Requirement 
DSM techniques assessment 

1 … n 

do not interfere with the manual driving activity    

measure sensory, motoric, cognitive state, arousal level and the 
emotional level of the driver 

 
  

detect the position of the driver    

detect driver status, behaviours and actions through visual, 
auditory and kinaesthetic/mechanical information 

 
  

technologies must interoperate each other to improve the 
monitoring capability and reliability by means of data fusion 

 
  

guarantee the protection of the data collected preventing 
unauthorized access 

 
  

detect passengers’ status, behaviours and actions    

detect if the driver is under the influence of drugs or alcohol 
before passing control back 

 
  

estimation of the mean driver response time based on current 
collected data 

 
  

estimation of the mean driver response time based on historical 
driver state 

 
  

assessment of driver’s sight focus point before RtI    

assessment of driver’s sight focus point during RtI    

assessment of driver’s sight focus point after regaining control 
process 

 
  

take into consideration contextual data such as vehicle type, road 
context, vehicle speed, etc. 

 
  

works correctly during all considered driving scenarios    

works correctly regardless age, gender, height of the driver     

works correctly regardless partial face coverage (glasses, 
sunglasses, hair style) 

 
  

works correctly regardless vehicle type    

works correctly regardless automation level (3 or 4)    

enable to apply machine/deep learning    

enable to apply Bayesian inference    

SCORE:    

Each considered DSM technology will be assessed and scored from 0 to 1 (0 – does not meet the requirements;  
1 – completely fulfil requirement). Some of the technologies, especially those in which the result cannot be clearly 
noticed, will be assessed with additional deepened subscales. The initial outcome will be multiplied with  
the appropriate weight depending on the task importance. Then, scores will be calculated and given at the end  
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of the table. The collected results will be used to assess which sensors and technologies will work together best  
to ensure the lowest possible measurement uncertainty. The final product of Trustonomy project will be the result 
of an optimal combination of methods assessed. 

3.3 HMI design assessment Framework  

 Theoretical Framework. Recommendations on Standards and Guidelines regarding HMI 

A human-machine interface (HMI) is a fundamental component of a device that enables and handles human-machine 
interactions. It could comprise an input (e.g. buttons, knobs, control systems) or output device (e.g. displays, 
speakers) or a device that provides both to the user (e.g. touchscreen). The term HMI or user interface encompasses 
“all components of an interactive system (software or hardware), that provide information and controls for the user 
to accomplish specific tasks with the interactive system” as defined by ISO 9241-110 [118].  

In the automotive industry, there is a rapidly increasing research interest dedicated to the development of 
autonomous vehicles. Thus, designing advanced HMI technologies that enable smooth interaction between 
the driver and the vehicle could prove to be vital. The Automotive HMI Market is set to exceed 27 billions US Dollars 
by 2024 [32]. For a long time, automotive HMI design was mainly determined by technology-related factors. Safety 
awareness-raising however, forced different approaches in order to address human factors and road safety 
challenges. The limited amounts of information that can be handled by the driver and road safety issues have forced 
moving from technology-centred and feature-driven approaches to human-centred design approaches. This change 
necessitated different concepts of the automotive HMI design, focusing on the cognitive ergonomic criteria used  
as design principles and assessment factors, as well as different approach to the design process, assuring user 
involvement [86]. The huge push towards automated driving functionality which appeared in last few years, brought 
yet more challenges for the automotive HMI design. Besides defining new areas of driver-vehicle interaction  
with all the safety concerns, like transition from automated to manual driving, it raised the fundamental question: 
what should be the goal of HMI for AVs? [41]. 

The new challenges followed by the new automotive HMI design approaches require appropriate criteria, which can 
be used as design principles, and to define the quality of an interface. Françoisa et al. [86] defines three fundamental 
criteria for automotive HMI: usability, distraction and acceptance. Usability is defined as a quality attribute that 
assesses how easy user interfaces are to use [199]. It is the leading criterion in the cognitive ergonomic literature  
to define and assess HMI quality. In the context of HMI design, it can be described by following attributes [200]: 

• learnability - the HMI enables the user to learn how to use it at first encounter, 

• efficiency - the HMI enables the user to complete the correct task without requiring unnecessary 

resources, 

• memorability - the HMI enables the user to remember how to use it after a period of not using it, 

• errors - the use of the HMI does not imply errors and enables an easy recovery from an error, 

• satisfaction - the use of the HMI is pleasant. 

As described in the above section, distraction is defined as a diversion of attention from the driving task  
to a concurrent activity. It can be considered on two levels [47]: 

• physical - the HMI optimises required movement to perform a task, 

• cognitive - the HMI reduces required cognitive workload to perform a task. 
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Assessing different HMIs corresponds with driver acceptance, which is defined as the degree to which an individual 
intends to use a system and, when available, to incorporate the system in his/her driving. It covers user attitudes, 
their subjective experiences and their willingness to use technology for the task for which it was intended [3]. It was 
divided into following attributes [58]: 

• perceived usefulness - the degree to which a person believes that using the HMI is useful and enhances 

his/her performance, 

• perceived ease of use - the degree to which a person believes that using the HMI is free from effort, 

• attitude - user’s feelings about performing the task with the HMI. 

While criteria described above apply to automotive HMI design in general, Carsten et al. [41] performs analysis  
of HMI design issues in context of autonomous vehicles. Once we achieve the highest SAE automation level, the issue 
of driver-vehicle interaction will not exist anymore – there will be no driver in the vehicle. In this case, automotive 
HMI could be even reduced to the absolute minimum (Figure 8). 

 
Figure 8 Visualization of “design towards minimalism”. The evolution of automotive HMI design presented by MIT 

researchers [134]. 
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Most probably however, we will not reach automation level 5 in the near future (some even say, it will not happen 
at all, at least not globally [252]). All the automation levels between 1 and 4 require at least occasional user 
interaction, thus appropriate HMI design for driver-vehicle communication. According to Carsten et al. [41] the best 
assessed HMI has to: 

• Provide required understanding of the AV capabilities and status (minimise mode errors). A basic requirement 
for the driver, who should understand what automated functionalities are being provided  
by the vehicle. In the same time, he/she should be aware of what is expected of him/her in terms  
of supervision, attention to both automation state and status and readiness to resume control. 

• Engender correct calibration of trust. Trust is a very important factor. The lack of trust may lead to disabling 
automated functions, when the system could have coped, negatively affecting acceptance, comfort  
and possibly even safety. On the other hand, over-trusting the functionalities may lead to unsafe situations.   

• Stimulate appropriate level of attention and intervention. Appropriate level of attention and intervention  
is necessary to achieve high level of safety. Driver should remain at the appropriate level in the road situation 
and should be aware, if there is a need of transition from monitoring to control. 

• Minimise automation surprises. Well-designed automation system should be able to predict upcoming 
situation, when it will not be able to handle road situation and will require driver to take over. The driver 
should be pre-alerted to minimise surprise. 

• Provide comfort to the human user, i.e. reduce uncertainty and stress. Providing comfort is strictly related to 
the level of automation. This may consist of offering driver support, but also doing something else, when 
vehicle travels in autonomous mode. 

• Be usable. HMI plays a major role in the usability of the vehicle. 

HMI devices and products can be classified based on various criteria, such as the relevance that is closely related  
to the field of application (ADAS, infotainment etc.), the direction of the action (input or output), the type  
(visual, auditory etc.) of the information that is exchanged between the user and the system that determines  
the HMI implemented technology, the support of multiple modalities and the AV vehicle type. A categorization 
of HMI according their importance is presented next. 

The primary and most fundamental HMI components are developed to enable the unhampered vehicle movement 
and to perform the basic vehicle’s functions. These include: 

• Steering wheel 

• Pedals (accelerator, brake etc.) 

• Instrument Cluster 

• Input/Output car driving devices 

• Gear shift lever 

• Turn indicator stalk and light 

• Important warning lights (fuel level, engine temperature etc.) 

The steering wheel and the pedals are the primary input HMI and they are constantly evolved by the car 
manufacturers due to the implementation of the Drive by Wire (DbW) systems. For example, joysticks represent  
a newer attractive alternative input device, especially in case of drivers with special needs. The traditional mechanical 
systems are replaced with electronic control systems. The DbW systems include the Electronic Throttle Control 
system, the Steer by Wire system that provides computer aided control for turning the axles utilizing sensors  
and actuators, the Brake by Wire system, where a sensor that is implemented in the brake pedal receives the driver's 
input, and feeds it to an electronic control system, the Shift by Wire system, where the gear shifting is accomplished 
by electronic controls and the Park by Wire module that electronically controls the vehicle’s parking procedure  
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and the Suspension by Wire system that adjusts the suspension components damping [223]. This transition  
to electronic control systems affects also the output HMI devices like the instrument cluster.  

The secondary HMI devices are related to infotainment and comfort control. An overview of input infotainment HMI 
components is presented in Figure 9 . 

 
Figure 9  Input components of automotive infotainment systems [173]. 

The Infotainment Faceplate consists of displays with touchscreens and the climate control interface sets up the air 
conditioner. The Push Button Assembly and the Central Control Element provide access to infotainment operations 
such as driving assistance, voice control and door lock. These systems used to be unimodal and are replaced by more 
flexible systems as touchpads that enable multimodal functionality. Touchscreens are infotainment displays that 
enable control of interactive objects. The controls that are attached to the steering wheel can be used to enable 
voice control, change the audio volume or enable Bluetooth connection. Voice control is an alternative input HMI 
that enables drivers to interact with the system without taking their hands off the steering wheel or their eyes 
off the road. Also, camera controls begin to be implemented in AVs. 

The most common output HMI devices are the displays of the head unit and the instrument cluster  
and the Head-Up-Displays (HUDs). Also, audio outputs are available that inform drivers about the infotainment 
system’s state.  

 
Figure 10 Output infotainment devices [93]. 
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The aforementioned “minimal design vision” has incited the design of multimodal HMI devices. This implies that  
a clear distinction between primary and secondary HMI is not always clear because of the constantly changing design 
state. HMI like the instrument cluster or the steering wheel can provide controls and information about both  
the navigation and infotainment. 

 Identification of key HMI technologies 

Key aspects of HMI design are the location and design of buttons, knobs, control systems (e.g. joysticks), display 
devices and the information exchange channel between the driver and the machine. HMI technologies can  
be categorized into three main domains with respect to the nature of information that is received or provided  
to the driver. In general, the human to machine interaction involves auditory or visual information, and the machine 
provides feedback as auditory, visual or haptic messages and warnings [42]. In order to accomplish the previously 
underlined goals of HMI design, development frameworks and design guidelines are vital to be forged. A list of 
proposed guideline principles and criteria regarding the HMI design in AVs was presented by Naujoks based on [192]: 

• Operation principles –  unintentional activation and deactivation should be prevented, since control  
of the AV can be shifted many times during the course between the autonomous system and the user.  

• Indication of system mode – the user should be continuously informed by the HMI about the automated 
driving mode state. The system’s state functionality and the autonomous driving mode availability should  
be directly and efficiently communicated by the HMI indicators to the user, taking into consideration  
the abilities of the user (interaction with people with disabilities should be totally supported by HMI). 

• Display installation and information presentation. 

• Legibility. 

• Understandability. 

• Color coding. 

• Auditory and vibrotactile messages. 

• Warning messages. 

3.3.2.1 Visual HMI 

Regarding the part of an HMI device that is suitable to provide visual information to the user, the theoretical 
constraints on driver capabilities and status should be considered. Visual HMI devices can be analogue (continuous 
information), discrete, alphanumeric (complex messages) or digital displays. Since, a visual warning is not 
omnidirectional, it can be classified as effective, if it lies in the driver’s field of view. That implies that a delay  
in the delivery of information from the system can be inevitable when the driver’s focus is shifted towards an 
irrelevant direction. The installation locations of these devices inside the cockpit are interrelated with the nature  
of the provided information. The most critical messages should be located as close as possible to the driver’s line  
of view [119]. A Forward Collision Warning should be near the straight line of view when the driver is focused  
on the road straight ahead and Line Collision or Blind Spot Warnings should be placed in the lateral side since  
the user’s line of view would be towards the side mirrors. The HMI components should be grouped together 
according to their function. Also, continuous attention to HMI displays that provide information about time-critical 
interactions with the system should not be required. 

Legibility refers to the ability of a person to recognize individual characters when reading. Therefore, visual displays 
should provide adequate contrast in luminance/colour between the foreground and the background and the text 
and symbols presented should be easily readable and clearly identifiable by the user under a wide range of viewing 
distances and angles. The size of symbols and characters in the displayed text must be carefully decided to ensure 
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legibility, considering the displays’ size limitations. Since it is desirable to reduce the driver’s time reaction, the HMI 
devices should provide messages that demand minimal cognitive load when are received and processed by the user. 
This can be achieved by using widely used or standard text symbols. In cases where non-standard symbols are utilized 
additional explanatory texts should be provided. Also, the priority and urgency of the message should be taken into 
consideration. 

Colours can be conveyed as additional elements in the provided messages by the system and they should provide 
information about the urgency of the given AV’s condition. It is generally accepted that red implies a critical situation 
warning, yellow means caution, and green is used when operating conditions are normal. Also, the in-vehicle signals’ 
colour in combination with the shape should follow the same design patterns of on road signals that regulate traffic. 
Visual messages can have diverged temporal features. A highly flashing rate can be used in critical situations  
and sequential illumination can inform the user of additional warnings. Overall, visual information is provided  
as continuous information of lower-priority and should not be used as exclusive warning signals, but rather  
in conjunction with the auditory or haptic type of information [9]. 

3.3.2.2 Head-up displays for HMI 

Regarding Head-up displays (HUD) (Figure 11) the primary role of this HMI technology is to provide drivers navigation 
information and critical warnings, relevant to the forward roadway [41]. They are usually installed to the car’s 
dashboard and information such as speed or traffic updating, is projected through the lower half of the windshield 
within the driver’s line of view. The major advantage of this technology is that the drivers are not distracted from 
the driving course by attending the dashboard or the instrument cluster. Display technology advances rapidly and the 
design of HUD is benefitted immensely with the implementation of technologies like the typical light-emitting diode 
(LED) and liquid crystal displays (LCD) systems and the currently emerging digital light processing (DLP).  
DLP technology uses millions of microscopic mirrors that provide brighter images and colours and broaden  
out the driver’s field of view [274]. The HUD designers should focus on presenting information exclusively relevant  
to the driver to avoid increase of the cognitive workload during driving. 

 

Figure 11 Head-up-display (HUD) [274]. 
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3.3.2.3 Auditory HMI 

Auditory interfaces offer the ability to attract and guide driver’s attention, providing an effective alternative source 
of information, when the user is not focused on visual displays. The most integral features of a message transmitted 
by an auditory HMI are [196]: 

• Detectability: The anticipation of the sound. Elimination of environmental noise coming from the vehicle  
or other competing sounds inside the cabin.  

• Discriminability: The clear distinction between different sounds. Avoiding implementation of sounds  
that demonstrate similar acoustic properties like frequency should be a key objective of auditory HMI 
manufacturers (e.g. a horn like sound could be interpreted as a horn sound coming from another vehicle). 

• Identifiability: The identity and the semantic meaning associated with the auditory signal should provide  
a priori information about the situation and the required action.   

 

The use of auditory warning signals is useful when it is crucial that the driver be alerted under a potentially hazardous 
circumstance. Since driving is a mainly visual process, audio warning systems can provide high-priority  
and time-critical information, reducing response time and effectively attracting the driver’s attention in critical 
situations, without additionally burden the processing cognitive resources. The auditory signals can be very impactful 
when they are pertinent, overly assertive and comprehensible. In case of a critical event the increased urgency can 
be expressed with signals that display the following characteristics: 

• High fundamental frequencies 

• Equally spaced pulses 

• Large pitch range 

• Random overtones 

• Urgent words (e.g. “Warning”) etc.  
 

Auditory signals are already deployed as Forward Collision Warnings (FCW) [24], where the system detects  
an imminent crash using radars or laser devices or cameras. FCW demonstrate the potential of reducing rear-end 
collision especially in combination with automatic braking system [49]. 

Furthermore, auditory HMI can be implemented as infotainment displays integrating the driver's experience level, 
audio preferences and driver’s condition (health monitoring, drowsiness etc.). Network feed and e-mail notification 
can additionally be provided to the driver by auditory interfaces [124]. 

A very important concern of auditory HMI design is the level of annoyance that is introduced to the system operators. 
Unnecessary repetition of a message or inappropriate sound selection can increase driver's annoyance. The primary 
focus should be on balancing the annoyance – urgency perception of an auditory signal considering the level  
of the vehicle automation. Also, auditory interfaces can be applied as speech inputs to the in-vehicle system. Voice 
recognition input HMI can reduce the driver’s off-road distraction. Users can ask for feedback regarding the speed, 
temperature, fuel and oil levels, road conditions and time and distance left to reach their destination.  

3.3.2.4 Haptic HMI 

Haptic technology can integrate human sense of touch into HMIs, providing a more immersive driving experience. 
HMI haptic technologies could play an assisting (e.g. navigation control) or warning role (e.g. collision prevention, 
lane departure) and interfaces that implement this type of technology include seat vibrators, brake pulse actuators, 
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accelerator counterforce and vibration systems as well as steering vibration systems. The advantages of haptics  
in automotive are the following: 

• Non-visual technology: Information is provided without distracting drivers. Feedback conveyed by haptic 
technology presents an alternative source of information available to the driver without introducing 
additional cognitive load, such as visual warnings. 

• Intuitive control: haptic information perception is more instinctive and reduces cognitive workload. 

• Personalization and Privacy: information can be available only to the driver (in contrast to e.g. an audible 
warning signal that can be heard by all passengers). 

• Sensitivity: Fingers can feel wrinkles of few nanometres when passing by an apparently smooth surface [242]. 

• Reaction Time: time in response to tactile stimuli are significantly shorter, in comparison to auditory  
and visual stimuli [45]. 

• Engagement: Haptic feedback demonstrates improved usability and aesthetic attraction [157].  
 
Haptic technology in the automotive industry utilizes tactile and kinaesthetic feedback, usually by triggering 
vibrations. Tactile is related to the sense of touch and kinaesthetic to feedback received by activation of the large or 
gross motor muscles that produce limb or body motion. Haptic controls can provide information in the form of [75]: 

• Spatial information: perception of the location of surrounding parts. 

• Warnings: alert the user about conditions that require urgent response. 

• Communication: tactile interfaces enable silent and private communication with the driver. 

• Coded information: type of information about specific conditions. 

• General: haptic feedback can offer drivers the ability to guide to different areas of the dashboard  
or the settings of the buttons etc. 

 
Since physical contact with the user is a necessity, haptic actuators must be installed in specific locations inside  
the AV. The human body areas that are most sensitive to vibrations, are the hands and the feet, followed  
by the heels, the abdominal area, the gluteus and the back. Key haptic technologies that can be enabled during 
different states of driving in respect to the provided feedback (tactile, kinaesthetic) are presented next [92]. 

Table 8 Key haptic technologies providing tactile and kinaesthetic feedback [92]. 

Type Technology  Explanation 

Tactile 

Dashboards 
(Instrument cluster) 

the dashboard is in physical contact with the driver's fingers  
and displays different functions of the AV; 

Steering wheel 
used for navigation. It can inform about a potential hazard since it is in physical contact 
with the driver's hands; 

Driving seat 

tactile interaction with the seat can supply feedback about navigation, awareness 
support and collision warnings. The advantage is that a large portion of the driver’s body 
surface is in contact with the seat. Information can be also provided by seat belt 
vibrations and pre-tensioning assisting the orientation of the driver towards the forward 
roadway; 

Clothes 
demonstrate the same characteristics as the driving seat. Clothes and shoes can 
introduce impedance to the transmission of the vibrations; 

Pedals warning haptic HMI can be introduced to pedals; 

Kinaesthetic 
Steering wheel 

HMI can be implemented to support the vehicle’s manoeuvrability during parking  
or other situations; 

Pedals kinaesthetic feedback in petals can be used for acceleration or speed reduction control. 
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The interconnection of HMI and automated driving and the evolution of this relationship through the years  
is presented in Figure 12 [115]. It is evident that the development of more sophisticated HMI technologies in recent 
years has broadened the horizons towards a higher level of autonomous mobility. 

Finally, it is essential that the introduction of these technologies in the AV meet specific ergonomic standards  
in the design of the cab layout. Ergonomics should promote the effective machine – human interaction based  
on the principles of comfort driving, manoeuvrability, vision, safety and conform to the existing legislation [278]. 

 
Figure 12 Interconnection of HMI and automation levels through the years [115]. 

 List of HMI designs to assess 

A large variety of innovative HMI designs are constantly being promoted, driven on one side by the automotive 
market needs and on the other side by the fast introduction of novel technologies in the interaction  
and communication fields. 

3.3.3.1 Head-Up-Displays 

Panasonic has already presented a demo car featuring next generation Augmented Reality HUD. The display replaces 
the traditional dashboard, can project images up to 10 meters and is automatically adjusted to the driver’s view field. 
Potential hazardous objects are recognized and displayed in the HUD in a user-customized fashion. Night vision  
is also available [205].  
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Figure 13 Panasonic Augmented Reality HUD [205]. 

 

BMW has already installed a holographic control interface that combines the most promising advantages of HUDs, 
tactile and motion controls (Figure 14). 

 

Figure 14 BMW holographic control interface [146]. 

3.3.3.2 Infotainment 

MBUX – Mercedes-Benz User Experience: 

The new infotainment system that is introduced by Mercedes-Benz consists of the high-resolution widescreen 
cockpit that features augmented reality, in depth touch operation concept (via the touchscreen and the touch 
controls installed in the steering wheel) and voice control. It provides personalized and user-adaptive features (Figure 
15). 
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Figure 15 Mercedes-Benz MBUX [175]. 

Audi MMI: 

Audi’s Multimedia Interface is a state-of-the-art infotainment system that includes touchpads, touch - enabled  
and voice - enabled controls and steering wheel controls. The traditional instrument cluster is replaced by the Virtual 
Cockpit that also displays full navigation mapping. The central display is updated with an MMI Touch system that 
enables a user-customized haptic interface (Figure 16). 

 

Figure 16  Audi MMI [104]. 

3.3.3.3 PEUGEOT SUMBIOZ demo car 

The PEUGEOT SUMBIOZ demo car features interesting HMI technology design aiming towards SAE Level 4  
of automation. The cabin is designed in a way that provides enhanced HMI experience, not only by providing 
information about navigation but also assuring onboard entertainment utilizing displays and controls systems [64]. 
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Figure 17 REUNAULT SYMBIOZ autonomous vehicle [17]. 

3.3.3.4 TOYOTA “LQ” concept vehicle  

In October 2019, Toyota presented the “LQ” concept vehicle that aims towards Level 4 of automation. It features an 
artificial intelligence agent that interacts with the user. Besides the automated driving ability, “LQ” is equipped with 
Automated Parking System, AR-HUD developed in association with Panasonic (section 3.2.3.1) and a driving seat with 
alerting and resting functions.  

 

Figure 18 Toyota “LQ” concept vehicle [261]. 

 Research on testing different HMI designs for autonomous vehicles 

Research by Schartmüller et al, HUDs were compared to Auditory Displays, that were installed in SAE third level of 
automation vehicles, with regard user performance on simple office tasks, such as sending e-mails or writing reports 
(Figure 19). 



 
 

D1.3 – Trustonomy Framework Definition Version 2.3 – 08/11/2019 

 

 

 

This report is part of a project that has received funding by the European Union’s Horizon 2020 
research and innovation programme under grant agreement number 815003. 

Page 51 of 111 

 

 

 
Figure 19 The driving simulator environment (user perspective). The HUD is highlighted with a red box [237]. 

The developed interfaces were studied in cases where take-over is required (TOR – take over request). The authors 
tested the participants and performed their analysis on behavioural performance (evaluation of primary (driving) 
task and the secondary task), physiological (cognitive load) and self-rating data. Head-Up Displays demonstrated 
improved productivity, less off-road distraction and improved multitasking for text-comprehension [237]. 

Sterkenburg et al. [246] developed an auditory – supported air gesture system for driver assistance. A LEAP Motion 
camera was used to measure hand positions and the researchers built a mid-air gesture operated grid menu, 
enhanced with auditory support. Different forms of the menu design and auditory displays were compared to each 
other and the most effective system was evaluated against equivalent touchscreen devices. The driving simulator 
environment is shown in Figure 20.  

 
Figure 20 The driving simulating environment for air gesture system for driver assistance [246]. 
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In order to monitor the driver’s off-road glances a webcam for eye-tracking was installed. The two assessed 
experimental cases involved driver’s interaction with a 2x2 grid and a 4x4 grid, with or without auditory feedback 
and then comparison of the promoted prototype design with a touchscreen. The results were evaluated regarding 
parameters, such as the vehicle speed or following distance, lateral vehicle control, frequency of off-road glances, 
accuracy of performing secondary tasks (menu selections) and driver workload (self-reported).  

The comparison between the 2x2 and 4x4 grids demonstrated that increasing target sizes and reducing number  
of targets, can achieve reduced off-road distraction and workload and, also increased lane control and secondary 
task performance. 

The results of the comparison between the proposed HMI and a touchscreen, demonstrated that driving 
performance was comparable and fewer off-road glances were observed using the gesture system. Auditory 
feedback reduced off-road distraction and driver’s cognitive workload [246]. 

An HMI utilizing cooperative perception of the traffic environment to enable complex tactic and strategic 
manoeuvres of high automation vehicles was designed by Naujoks et al [190]. The proposed HMI prototype design 
utilizes the cooperative perception technology. This technology combines information that is acquired by the 
vehicle’s sensors with information that is received by other users  
or infrastructure. The HMI visual component was evaluated with respect to Take-Over Requests (Figure 21)  
and independent vehicle manoeuvres (Figure 22).  

 
Figure 21 Prototypical HMI for driving situations during normal operating state (upper part) and take-over situations 

(lower part) [190]. 
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Figure 22 prototypical HMI for tactic (upper part) and strategic (lower part) driving manoeuvres [190]. 

In the scope of cooperative highly automated driving, the proposed HMI demonstrated promising results, such as 
early take-over response and rare unnecessary deactivations performing tactic manoeuvres. 

Harrington conducted research on the implementation of mid-air ultrasound tactile feedback [106]. Due to its 
potential to be controlled by intuitive gestures. The HMI design included Ultrahaptics touch development kit (TDK) 
to create the mid-air tactile sensations, a Leap Motion camera to detect the user’s hand movements and a 
touchscreen to compare the performance with/without haptic feedback. To create the virtual buttons and slide-bar, 
the Ultrahaptics software development kit (SDK) in conjunction with Unity was used. 

 
Figure 23 Proposed HMI design implementing mid-air ultrasound tactile feedback [106]. 

The results were evaluated with respect to visual behaviour (number of off-road glances, total time of off-road 
distraction), accuracy and time of secondary tasks (button selection, use of slide-bar) and driving performance.  
This study demonstrated the potential of implementing gestures augmented by mid-air haptics in the automotive 
research field, by increasing the accuracy and minimizing visual workload. 
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The definition of the vehicle’s peripheral boundaries and its localization (position information) are key features  
of autonomous driving. Significant progress in this direction has been made by Hitachi research department 
implementing HMI technology that creates a bird’s view around the vehicle broadening driver’s field of view [145]. 
In order to efficiently detect road edges and drivable areas, improvements on the stereo camera are a vital focal 
point. In Figure 24, results of the improved stereo camera technology are displayed. The drivable regions  
are highlighted with green colour and the road edges with red. 

 
Figure 24 Hitachi stereo camera for road edges and drivable regions recognition [145]. 

 HMI assessment 

As stated earlier, one of the most important issues in assessing automotive HMI is their influence on driver’s 
attention, and consequently driver behaviour. This criterion became the basis of the ISO/TS 14198 standard on road 
vehicles ergonomics aspects of information and control systems [121]. The purpose of this calibration standard 
is to define tasks that can be reproduced very easily and precisely to allow comparison of results from different labs. 
It proposes procedures that can be used as a secondary task in a dual task setting, allowing for highly standardized 
testing of driver distraction level induced by the in-vehicle HMI. There are two visual-manual tasks proposed: 
the critical tracking task (CTT), which is a system-paced one, and the surrogate reference task (SURT), which 
is user- paced. CTT task requires continuous control activity from the participant. His/her task is to control 
the position of a vertically moving target bar with respect to a centerline. The bar moves divergently towards 
the edge of the display, participant’s task is to bring it back to the centerline using arrow keys (Figure 25). 

 
Figure 25 Typical screen of the CTT with target bar above the centerline [121]. 
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SURT is a visual-manual task allowing for a control of the level of demand imposed on the participant. The task 
requires the participant to report whether a pre-specified target is embedded in a multi-item display. The participant 
needs to find the target among more or less similar distracting objects. The level of demand can be manipulated by 
the level of similarity of the distractors to the target object: the more similar the distractors are, the more demanding 
the task is, and the more time is needed to identify the target. The stimuli consists of circles of different diameters. 
The target is distinguished from the distractors by its diameter. The participant is asked to find the target circle (visual 
demand) and manually confirm its location with the use of keyboard by positioning the highlighted block (manual 
demand). The position needs to be confirmed with the third key (Figure 26).  

 
Figure 26 Visual display of the SURT distractors and target (target - an arrow; it is not present in the display) [121]. 

Methods described above are meant to be standardized tools for driver distraction assessment for calibration 
purposes. They cannot be used directly to assess different HMI designs. There are however different standards, 
aimed at addressing this issue. One of them is ISO 17588 [116]. The basic concept of method described in this 
standard is to use the subject’s reaction to a stimulus and measure whether and how fast the subject is able to react 
while operating a device or secondary task (e.g. related to HMI interaction). This approach is related to driver’s 
cognitive load, i.e. visual focus remains on road, however attentional resources are divided between driving 
and the secondary task. To measure the level of this type of distraction, standard proposes Detection-Response Task 
(DRT). The task is based on simple reaction time to a frequent stimulus presented at random intervals. Reaction time 
and hit rate function as indicators of cognitive load. The more attention is required by the secondary task 
(i.e. operating in-vehicle systems), the longer reaction times and the lower hit rate. The performance is assessed with 
reference to the baseline condition, when DRT is the only task performed. The standard proposes three alternative 
methods for DRT stimulus presentation, two with visual, and one with tactile stimulus. Regardless of the stimulus 
type, the participant is to respond by pressing a micro-switch attached to one of participant’s fingers. 

Browsing research papers, one can find various means of using DRT in in-vehicle HMI assessment. For example, 
Koustanai et al. [141] used DRT to find the best location for an in-car display, Chang et al. [46] focused on assessing 
in- vehicle voice control and Krause et al. [142] aimed at  assessing  the  mental  demand  of  an  in-vehicle  information  
system,  which  recommends a driving speed to the driver on a smartphone. 

Another standardized method developed to evaluate in-vehicle interfaces is Lane Change Test (LCT) defined 
in ISO 26022 [117]. The LCT is a simulated driving task with similar driving demands as in real life scenarios. The 
specific task that participants are required to perform is to change lanes according to street signs presented along a 
simulated route (Figure 27). The deviation from the ideal pathway is a measure of the driving quality and thus 
for the distraction. Because of simplicity the results are highly reproducible. 
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Figure 27 LCT driving scene with street signs showing a lane participant should use [217]. 

Just like DRT, LCT is present in research papers related to automotive HMI assessment, used for example to evaluate 
in-vehicle touchscreens [217]. 

A different approach was presented in NHTSA guidelines for in-vehicle electronic devices [189]. This set of guidelines 
applies to original equipment in-vehicle HMIs operated through visual-manual means to engage in activities 
secondary to the primary driving task. The guidelines quantify visual-manual demand in terms of objective visual 
behaviour. There are defined three off-road glance metrics: mean single glance duration, percentage of glances 
greater than 2 seconds, and total eyes off road time. These metrics are calculated during the use of the HMI 
in specified driving simulation conditions.  

HMI design for vehicles on various SAE automation levels rises new challenges. Assessment of such HMIs can use 
the same, standardised methods as other vehicle interfaces, but should be ready to address issues specific 
for autonomous vehicles, such as RtI procedure. Literature research shows, that there are no standardised methods 
for this task. However, there are attempts to assess various HMI concepts to support RtI (e.g. [185]). 

 Trustonomy approach 

Further research in the Trustonomy framework for automotive HMI design, will include the development of haptic 
and auditory warning systems or a combination of visual and auditory/visual HMI systems. Regarding haptics,  
mid-air tactile feedback is going to be studied. Mid - air haptics platforms (such as the Stratos Explore Development 
Kit of Ultrahaptics) control ultrasounds to create a wide range of haptic sensations that can provide an intuitive 
and immersive experience. These HMI systems will provide information to the drivers in the form of warning 
messages, during urgent driving conditions and when a Take – Over Request is demanded. Also, they should always 
display and update the vehicle’s automation status. The ability to regain control of the autonomous vehicle  
at any time should be studied and the driver should give feedback to the system if he/she is ready to take over.  
The driver’s assessment score of the efficiency of the take-over procedure should be taken into consideration.   

Additionally, a feature that further research is going to focus on, is the assessment of the different proposed HMI 
designs. This evaluation is going to be performed regarding ergonomics, based on available HMI guidelines,  
and biomechanics, for estimation of the musculoskeletal system’s fatigue. Virtual models of a car cockpit  
with the proposed HMI designs and a human model in the driver’s position are going to be implemented  
in a neuromusculoskeletal modelling and simulation environment (e.g. OpenSim) and different biomechanical 
interactions between the driver and the HMI systems are going to be assessed.  
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3.4 Driver Intervention Performance Assessment Framework  

 Theoretical Framework 

Driving is commonly considered as a multifactorial process and requires the involvement of significant cognitive 
resources. The task of driving a vehicle necessitates continuous road monitoring and surroundings analysis, as well 
as making decisions in a short time to maintain safety [160]. Driving involves three levels of control [178]: 

• Operational – referring to driver's response to traffic conditions with limited decision information, such  
as reaction steering and braking due to sudden changes. This level takes advantage of sensorimotor abilities 
and it occurs in short intervals of time. 

• Tactic – requires manoeuvring the vehicle in response to normal road conditions, e.g. at junctions. This type 
of control occurs over several seconds. 

• Strategic – refers to route planning, including route and destination selection. Occurs at intervals of minutes 
up to hours. 

It is assumed that in L3-L4 systems, during periods of automated driving, human will become no more than  
a passenger. Driver's role during autonomous mode will be out-of-the-loop, and he/she may not have enough 
information to maintain control on operational and tactic level of driving or may be influenced by distraction  
and fatigue. A Driver Intervention Performance Assessment (DIPA) uses a variety of methods comprising time-based 
intervention performance measures (e.g. for assessing the different time budget components from RtI initiation  
up to full vehicle control stabilisation), as well as objective (e.g. minimum time headway) and subjective  
(e.g. perceived controllability) take-over quality measures. Owing to the variability of driver performance, which may 
change over time, in different ways and conditions, a driving assessment should focus on driving skills, attitude 
and knowledge. It could enable identification of driver’s ability to manage driving risks. It also aims to ensure that 
drivers are aware of vulnerable road users, especially pedestrians, cyclists and motorcyclists. Accident risk varies, 
depending on vehicle type, driving skills and attitudes, age, gender, personal characteristics [231] and arousal level. 

Both fatigue and distraction might have negative impact on a driver. Performing a non-driving related task (NDRT) 
may result in extending reaction time even up to 15s after its cessation [247]. In Shinar’s research [240] an influence  
of task load generated by telephone conversation was examined in five driving sessions. The study involved  
30 participants in three age groups: 18-22 years, 30-33 years, 60-71 years. The type of dispersion (mathematical task, 
conversation), speed and condition of following another vehicle was changing. Using a mobile phone has degraded 
driving quality. Reduced speed and increased variance in speed were observed, as well as reduced lane control. 
During the study a learning effect was observed – driving speed increased in subsequent driving sessions (from  
an average of 55 mph on the first day to 56.5 mph on the last day). The learning effect was even more clearly seen 
in the scenario with a higher imposed speed. On the first day of the study the mathematical task caused the greatest 
reduction of speed. Despite that, on the fifth day no negative effects of any non-driving related tasks were observed. 
The speed variability increased while introducing additional task. The highest variance was observed in older drivers, 
who had the highest variability during fast driving. The effect of the type of task (for all age groups) also turned  
out to be significant. The average speed variance was 5.2 mph for non-cognitive loaded driving, 4.6 mph during  
a telephone conversation and 5.6 mph during a math exercise. 

Some studies suggest that lane control may be the most accurate of the currently used driving quality assessment 
parameters. In studies [279], this parameter had the greatest variability, and it increased from 268% to 972%  
as a result of performing additional tasks. The above results are confirmed in a number of other studies [240]. 
Lane position variation and number of unintentional crossings outside the lane increased significantly as a result 
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of using a mobile phone [26] [259]. Research on simulators indicates that the quality of driving is influenced during 
performing visual-manual task. It results in safety decrease in the form of impaired vehicle control in the lane 
[73][259]. 

Driver’s assessment is crucial mainly in reference to reaction to a sudden, not expected event on a road. The driver 
has to perform quickly and safely. It requires completing a sequence of processes in a very short period of time. 
Automation systems were designed to reduce driver load, but nowadays existing ADS are not able to cope with 
complicated road situations, as the systems reach boundaries. In level 3 conditional automation, the driver  
is not required to monitor the environment and the automated system performance. That may cause a shifting of 
attentional resources to other tasks. However, the driver has to maintain readiness for taking over vehicle control  
in “situations that exceed the operational limits of the automated driving system”[120], detected and announced  
by the automation system. The transition from automated driving to manual mode is one of the most important 
controllability aspects that affects safety of ADS. It may be human-initiated or system-initiated. The driver should 
have the possibility to take control of the vehicle whenever he/she decides to. The below figure describes  
the undertaken processes while transitioning from automated to manual driving, initiated by human. 

 
Figure 28 Human-initiated vehicle control transition [264]. 

Transition forced by ADS is started by a Request to Intervene (RtI). RtI is a critical event requiring active driver 
intervention. The driver has to relocate hands and feet to the driving position, regain situation awareness  
and execute an adequate response to the system limit [96]. It can only be successful and met with trust by end-users 
if the driver state is continuously monitored and his/her availability properly evaluated and sufficiently triggered 
(through tailored human-machine interfaces - HMIs). Despite the proliferation of studies to understand how users 
resume control in such critical situations, a systematic analysis of the whole user’s response process is necessary. 
Driver intervention performance has to be an integral part of both driver and technology assessment. The human 
factor will remain essential for the safety and performance of road transport in the forthcoming decades, mainly due 
to the necessary driver-vehicle interaction in cases where the boundaries of the Operational Design Domain (ODD) 
are being reached. ADS limits may be caused by sensor malfunction, extreme weather conditions, appearance  
of evolving accident scenes, unexpected roadblocks, hazardous traffic violations by another vehicle, falling  
of goods, etc. the below figure describes the undertaken processes while transitioning from automated to manual 
driving, initiated by ADS. 
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Figure 29 System-initiated vehicle control transition [264].  

Given that a system-initiated transition manoeuvre requires quick, efficient action, the human-driver has limited time 
to avoid an event. The take-over is influenced by both a reaction time and system deactivation time. This transition 
from automated to manual driving, referred to as the take-over performance, is key to a successful deployment  
of level 3 automation [96]. An appropriate response to sudden traffic incidents has a significant impact on road 
safety. Several studies have dealt with the question of how drivers manage these so-called take-over situations 
[94][139][191]. 

The time budget needed to safely deactivate the automation (take-over time) and to regain control over the vehicle 
(control stabilization time) have attracted considerable research interest. Eriksson and Stanton [74] examined 
transitions from highly automated to manual driving. They concluded that the reported times had a large variety  
of between 1 and 15s. It may be caused by a lack of time to prepare to transition due to drivers need to switch from 
executing NDRTs to manual driving [191]. However, studies [60] have shown that drivers are more likely to engage  
in NDRTs while driving in automated mode than in manual conditions. As an explanation of the time needed  
to disengage from NDRTs and to re-engage in the driving task, it has been suggested that time-consuming  
re-configuration processes of the drivers’ sensory (e.g., taking eyes off the NDRT to relevant HMI displays), motoric 
(e.g., freeing hands and taking them back on the steering wheel) and cognitive state (e.g., re-configuration of mental 
task sets or response rules) have to be performed by the driver to meet the demands of manually controlling  
the vehicle. The time budget was proven to determine drivers’ take-over performance [57], but reaction time  
is a basic parameter studied, affecting the occurrence of collision or accident. It is defined as the time that elapses 
from the moment of the stimulus (nervous impulse) activation to the moment of initiation of movement (reaction) 
[114]. Reaction time has been studied in many experiments and is a chronometric dependent variable commonly 
used in assessing driver intervention performance (e.g. in [26][161][26]). 

In Consiglio’s team experiment [51], 22 participants (11 women and 11 men aged 18-27) were examined. They  
had to quickly respond by pressing the brake pedal to the appearance of a red lamp. The study considered: listening 
to the radio, talking to the passenger, making phone conversation with hands-free appliance and without it. Even 
though statistically significant deterioration of reaction time was noted during all conversation conditions, listening 
to the radio did not affect this parameter. Moreover, the gender of the driver also did not have negative impact on 
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the achieved results. In the control group, the average response time was 392 ms, while in the condition with the 
radio 408 ms. Each of the conditions for "conversation" had a similar effect and slowed down the response  
to a stimulus by about 16%. The telephone conversation was indicated as the most cognitively loading condition. 
Talking with the passenger can be suspended at any time when the traffic situation requires increased attention, 
while talking on the phone is associated with commitment to ensuring continuity. A similar conclusion was made  
by Strayer's team, based on research [248] with a group of 40 participants (18-32 years, 18 men and 22 women).  
The experiment examined the impact of two independent variables: the driving environment (high intensity vs. low 
traffic) and the number of tasks performed (one vs. two tasks). The drivers were requested to track the vehicle ahead 
and to conduct a telephone conversation. The outcomes showed significant differences between performing one  
or two tasks (increase in reaction time by about 13%), as well as the complexity of the road situation (extending while 
higher intensity).  

While driving with ADS the human becomes reliant on the system. Automation effects, known from other domains 
like overreliance described by Parasuraman and Riley [207] could also apply to the automation of the driving task. 
Research showed more confusion and errors [214], delayed responses to critical rear-end collision events [283]  
and impaired driving performance after automated driving [154]. These automation effects influence human 
performance at the moment of taking control over vehicle, transitioning from the automated driving. To minimize 
the negative impact of automation, it is crucial to ensure that the driver is aware and able to control the vehicle  
in a safe manner. It cannot be successfully assessed without the cooperation of DSM and DIPA systems. Providing  
a variety of measures and correlative methods the systems influence themselves in order to maximize the efficiency. 
Nevertheless, driver actions can be unpredictable. Lu et al. [159] examined correlations between situation awareness 
and decision-making accuracy in highly automated driving. It was found that drivers tend to steer right when there 
is a choice between left and right. However, participants often made incongruent decisions.  
For example, some participants steered to the left, even though they indicated there was a car in the left lane. There 
are several explanations for this incongruence. In particular, participants had to decide under time pressure and may, 
therefore, have acted based on habits - overtake via the left side in accordance with traffic laws. Moreover, for time 
budgets between 3 and 9 s, the decision accuracy was about 95% for non-hazard situations and only 75–80%  
for hazard situations. 

Vogelpohl et al. [270] found that compared to manual drivers, in automation mode a human needs more time  
to first glance at the speed display after a take-over request. Due to the lack of active involvement in the driving 
situation, they tend to stay behind a braking lead vehicle instead of overtaking it. Automation mode drivers are 
unable to stay alert and maintain readiness during extended periods of automated driving without non-driving 
related tasks (otherwise they become sleepy). Vogelpohl noted that drivers with automation need additional time  
to build situation awareness. A marked difference in the choice of braking/steering behaviour between the drivers 
with automation and the manual drivers was identified by analysing mirror viewing behaviour. Manual drivers tended 
to switch lanes to overtake the lead vehicle which started braking, whereas the drivers with automation often chose 
to stay in the lane behind the braking lead vehicle. Such behaviour could be a reflection of a need to gain more time 
after a transition. This may indicate that deactivation time is not sufficient to rebuild an awareness of the driving 
situation. 

In Naujoks et al. [191] research, 64 participants completed an automated drive that lasted up to two hours using 
either a partially or highly automated driving system. In the partially automated mode, a warning was issued after 
several seconds when drivers took both hands off the steering wheel, whereas in highly automated mode it was 
permitted to take hands off. Drivers were engaged in a wide variety of NDRTs, such as reading or using social media. 
At the end of the session, drivers had to react to a sudden event. In the highly automated condition there was a RtI 
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notified, whereas in partial automation mode there was no take-over request from the system. In the highly 
automated condition, the drivers had to deactivate the automation in response to a RtI, and then apply brakes. 
On average, highly automated mode participants took 3.01s to deactivate the system after the RtI was issued. 
Statistically, the participants started to brake in 1.04s after the event. The automated driving duration did 
not influence take-over reaction times (t(30)=1.24, p = .225, d = .438) and brake reaction times (t(30)=0.79, p = .436, 
d = .278). As a reaction to RtI in the highly automated driving condition, a group of 27 participants performed 
a braking manoeuvre, whereas 5 participants initiated a lane change as well. In partially automated driving there 
were 7 collisions with the front vehicle and mean minimum TTC (time to collision) was 2.02s. In highly automated 
driving there were no collisions and the drivers had a mean minimum TTC of 4.20s. The duration of an automated 
drive did not influence minimum TTC neither in partially automated driving, nor in highly automated driving.  

Apart from the research mentioned above which mostly correlate objective measures of assessing driver 
performance, there are few studies taking into consideration subjective metrics. Gold et al. [96] examined the 
influence of different factors on the driver performance by modelling take-over performance variables in Level 3 
conditional automated vehicles. They emphasized time budget, traffic density, NDRT load, eyes-off road, repetition 
and age impact on take-over time, time to collision, crash probability and brake probability. For the purposes of the 
study, Gold invented a seven-level scale to categorize expected influence of each factor (++ strong positive effect;  
+ positive effect; 0 no effect; − negative effect; −− strong negative effect; Log. logarithmic effect; Exp. Exponential 
effect). The results of the research on intervention influence factors are presented in Table 9. 

Table 9 Hypotheses and results – different factors influence on modelled driver performance by Gold [96]. 

 Take-over time Time to Collision Crash Probability Brake probability 

 Hypothesis Model H M H M H M 

Time Budget + + ++ ++ - - - - - - not sig 

Traffic Density ++ Exp. - - Exp. ++ ++ + Exp. 

NDRT load + not sig - + + not sign + not sig 

Eyes-off Road + not sig - not sig + not sign + not sig 

Repetition  Log. - - Log. - - Log. + Log. + - - Log. - - - - Log. - - 

Age + Exp. + + 0 Exp. + not sig 

  

All 753 take-over situations considered by [96] were recorded in a driving simulator. The developed models 
gave insight into the effects of key factors influencing driver performance in take-over scenarios. While Brake 
Application showed substantial dispersion in the modelling data and was not well predicted, the models  
for Take-over Time, Time To Collision and Crash Probability showed very reliable predictions and supported model 
validity. The models allow detailed insights into the coherences and influencing factors when considering take-over 
performance in time-critical scenarios of Level 3 conditional automated vehicles.  

In his latest research Lu (2019) [159] asked 32 participants to watch animated video clips from a driver’s perspective 
while their eyes were recorded using eye-tracking system. The videos had lengths 1 - 20 s and contained either  
no hazard or an impending crash in the form of a stationary car in the ego lane. After each video, participants had  
to decide (no need to take over, evade left, evade right, brake only). In 10s period of time participants had to rate 
the danger of the situation on a scale from 0 (completely disagree) to 10 (completely agree). After that participants 
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were asked to rebuild the situation by recreating last moment of the shown video. Then they had another 10s  
to answer the question: how difficult was the rebuilding task (from 0 to 10).  

Also Naujoks [191] used self-rating in assessing performance and awareness. The participants were asked to rate 
experienced criticality using subjective “scale of criticality assessment of driving and traffic situations” designed  
by Neukum and Kröger [198]. This scale distinguishes between the five categories “uncontrollable”, “dangerous”, 
“unpleasant”, ”harmless” and “nothing noticed” and further allows participants to express tendencies towards other 
grades by subdividing the middle categories into three levels. Each driver in Naujoks’ experiment was asked to assess 
the criticality of the situations on this scale. 

 
Figure 30  Subjective Rating of Criticality proposed by Neukum and Krüger [198]. 

The criticality of situation is closely related to mental workload and awareness. As mentioned above, being engaged 
in NDRT influences reaction time and minimum Time to Collision. In their systematic review Charles  
and Nixon [48] noticed that it also affects performance quality. It has been concluded that subjective workload scores 
may be influenced greatly by the participant's perceptions of good or poor performance. A correlation of 0.81 was 
observed between Incremental Heart Rate and NASA Task Load Index scores. These two measures were deemed 
sensitive enough to be able to differentiate between levels of task load. 

It is widely discussed if a transition of control could be executed without compromising safety in critical situations. It 
is proven that the more time to regain control is available, the safer transition is. The time for resuming control and 
the quality of the intervention depend on a range of features of the driver-vehicle-environment system. There are 
several limitations of user’s response process in critical situation [182]. Initially, it is difficult for a system development 
team to predict the type of critical event. In most research rear-end conflicts or road/lane departures are considered, 
but there is a wide range of driving conditions that may occur. It is necessary  
to consider as many scenarios as possible, including sideswipes or head-on collisions for vehicle-vehicle,  
vehicle-pedestrian, and vehicle-(motor)cycle conflicts. Modelling the response process is also challenging due a few 
systematic investigations and normalizations in scope of driver state and intervention performance assessment. 
Moreover, the lack of control or awareness for carryover effects may be observed during research. The carryover 
effect (learning effect) could appear when the same subject does multiple repetitions of the same event  
(e.g. simulator studies). The effect has to be accounted for during data analysis, but it is often discounted or 
incorrectly treated. Sequence randomization across participants may be the solution. Participants could result in 
partially controlling the carryover effect, especially if the time between exposure is short, which is the usual case in 
driving simulator studies. Simple statistical data analysis may be insufficient and it is necessary to use advanced forms 
of inference, such as a full Bayesian data analysis approach, which is under-represented in the engineering and 
human-factors field [183]. It can ease the data generation process understanding and making predictions, preserving 
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uncertainty in the measurement and estimation [143], but requires high computing power and memory usage. 
Trustonomy will consider all limitations in the following stages of the project. 

 DIPA measures 

Driver performance assessment seems to be a key factor for ensuring road users’ trust in L3-L4 CAD (Connected 
Automated Driving). While the capabilities of an automated system may be exceeded in some circumstances,  
the Request to Intervene (RtI) signal will appear. Once a RtI occurred a driver has limited time to react, to ensure 
safety. The time interval between the RtI and the system limit is defined as “total time budget”. It represents the 
maximum time window after a RtI for a successful resumption of manual control. The Driver Intervention 
Performance Assessment module (DIPA) should ensure that the driver is able to take over the control of the vehicle 
and maintain it safely, otherwise the system should take over the control from the driver and perform minimal risk 
manoeuvre.  
In assessing the quality of driver intervention, selected factors should describe the driver's behaviour and driving 
technique, meeting the following criteria [144][236]: 

• suggesting an unambiguous method of measuring, 

• easy to measure, 

• measurement repeatability, 

• can be used both in a simulation environment and in a real vehicle, 

• have one interpretation, 

• can be easily presented graphically, 

• applicable to engineering procedures and calculations, 

• applicable in various countries, vehicles and conditions, 

• used in research and described in the literature, 

• use SI units. 

There is still a lack of unanimity on how to ensure driver’s ability to take over the control and safely perform  
the manoeuvre. The monitoring and assessment of a driver should ensure that he/she is able to control the vehicle 
himself/herself. It includes monitoring of his/her: sensory, motoric, cognitive, arousal and emotional states, as refers 
also to Driver State Monitoring, but expanding these factors by measures of driving performance. Both  
the preparation to take-over and after the take-over phases, should be measured ensuring the minimal safety level 
after turning the driver back-in-the-loop. It could be done using objective/subjective dependent/independent 
measures. Objective vehicle measures related to speed and manoeuvres, together with other forms of behavioural 
analysis measures (time-to-collision, time-headway, time-to-lane-change), driver reaction measures (take-over time, 
driver intervention time, control stabilisation time, remaining action time), as well as subjective measures  
are considered in Driver Intervention Performance Assessment. The measures are as follows: 

• objective measures – a set of time-based intervention performance measures and take-over quality 
measures: 

o Take-over Time (TOT) – an interval between RtI occurring and user-initiated intervention  
or deactivation of an engaged automation function. Starting with the RtI, the transition process can 
be divided in further subprocesses, e.g.: time to first driver reaction, time to start of visual  
re-orientation, time to visually fixate RtI message (if visual HMI is involved), time to visually 
fixate road centre, time to start to move (at least one) hand to wheel / feet to pedals, time to grasp 
wheel/touch pedals, time to start to operate relevant vehicle controls (e.g. blinker), steering or pedal 
operation, time to onset to override or deactivate an engaged automation feature by specified 



 
 

D1.3 – Trustonomy Framework Definition Version 2.3 – 08/11/2019 

 

 

 

This report is part of a project that has received funding by the European Union’s Horizon 2020 
research and innovation programme under grant agreement number 815003. 

Page 64 of 111 

 

 

methods [120]. Take-over time is a human-based measure and should not be considered in relation 
with system deactivation time. 

o Reaction time – a subprocess of take-over, it is defined as the time that elapses from the moment of 
the stimulus (nervous impulse) activation to the moment of initiation of movement [114]. 

o Decision time – an interval between detection of a silent system failure and the decision to disengage 
the automation feature. 

o Intervention time – a period of time required to handle the imminent take-over situation  
by performing an appropriate driving manoeuver. The requirements of the driver intervention vary 
from performing normal driving manoeuvers (e.g. maintaining the current vehicle dynamics), where 
the driver intervention time could be very short or even be neglected. Intervention time combined 
with the previously mentioned term take-over time is also a relevant time-based measure. 

o Driving recovery time – a time-based measure combined with take-over time and intervention time. 
Comparison between total time budget and driving recovery time should be used to provide 
guidelines that take account of all the driver’s reactions to ensure a successful manoeuvre. 

o Remaining action time – a comparison between total time budget and a successfully finished driver 
intervention time. It may be paraphrased as a remaining time to last intervention possibility  
at the time of intervention [95]. 

o Control stabilization time – a period of time until vehicle control performance is fully re-established. 
After the immediate driver intervention phase, manual vehicle control performance can be below 
the average performance of an individual driver [120]. 

o Headway – the space between the reference points of two vehicles. It may be defined in both time 
and distance domains. Headway can be defined as the space between the outer edges  
of the leading vehicle's rear bumper and the following vehicle's front bumper. The size of this 
parameter determines the safety margin that the driver of the following vehicle leaves to react to 
manoeuvres of the leading vehicle driver. To measure this parameter, it is necessary  
to meet the following conditions [236]: vehicles move in the same lane, vehicles follow each other 
on the passage path, only the longitudinal parameter of the distance between the vehicles  
is measured (assuming movement on a straight road).  

 
Figure 31 Headway – definition [144]. 

In the time domain, the headway is expressed by the length of time that elapses from the moment 
it is measured until the following vehicle's reference point reaches the point determined  
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the location of the leading vehicle's reference point, assuming that the speed of the following vehicle 
does not change. The comparison of headway distributions at an intersection gives an indication 
about the positive or negative shifts in traffic safety, assuming that small headways  
are relatively unsafe. 

o Time To Collision (TTC) – a time-based measure which indicates the time left until a collision occurs 
if both vehicles continue on converging trajectories at their current speed. Minimum TTC can  
be seen as a quality measure of take-over performance, because low values indicate either a slow 
braking reaction time or an inadequately low braking force [221]. Thus, small minimum TTCs indicate 
critical situations. TTC is only calculated when the following vehicle has a higher speed than  
the vehicle in front [191]. The formula which could be used to compute TTC is: 

𝑇𝑇𝐶 =
𝑑

𝑉𝑟𝑒𝑙
 [𝑠] 

d - distance to vehicle in front [m],  

Vrel - difference in velocity between vehicle in front and following vehicle [m/s]. 

        
Figure 32 Time to Collision (TTC) – definition [144]. 

o Brake application – an indicator of maximum deceleration between the moment of resuming manual 
control and the moment of lane change/stopping the vehicle. May be measured in m/s2. Higher 
values indicate larger deceleration.  

o Acceleration Pedal Steering (APS) – a parameter describing the driver's activities due to the location 
of the vehicle in its longitudinal axis. Therefore, it is the equivalent of the SWRR (Steering Wheel 
Reversal Rate) parameter in relation to the longitudinal axis of the vehicle. It indirectly indicates  
the number of vehicle control operations undertaken to stay behind the preceding vehicle.  
This parameter seems to be more sensitive to small control changes than the previously described 
TH (Time Headway). 

o Lateral Lane Position (LLP) – a parameter indicating the vehicle’s fixed point location  
in the longitudinal axis relative to the fixed point of the lane cross-section [218]. It describes  
the driver's ability to keep the vehicle on a straight (desired) trajectory. When assessing the quality 
of the driving task, this parameter is used as an indicator of the driver's ability to control  
the movement of the vehicle. 

o Steering Wheel Reversal Rate (SWRR) – an indicator of steering wheel changes from clockwise  
to counter clockwise, or vice versa. Colloquially these movements can be called corrections.  
The frequency and amplitude of these movements can be considered as indicators of the driver's 
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ability to maintain control over the vehicle. Higher amplitude of frequencies indicate coarser lateral 
movements.  

o Time to Lane Crossing (TtLC) – an indicator of the uncontrolled vehicle’s approach to the lane border. 
TtLC determines the time it will take the vehicle to cross the lane if the driver does not intervene 
(e.g. the current steering angle will be maintained). TtLC is used practically in driving assistance 
systems with the function of Lane Assistant (e.g. Lane Departure Warning, Lane Keeping Assistant). 
The TtLC value is expressed in seconds and represents the time to exit the lane if the control 
conditions are not changed.  

 
Figure 33 Time to Lane Crossing (TtLC) – definition [144]. 

o Post-encroachment-time (PET) – which is defined as the time difference between the moment when 
an offending road user leaves an area of potential collision and the moment of arrival of a conflicted 
road user possessing the right of way. The PET value indicates the extent to which they missed each 
other. In urban areas, PET values of one second and lower are indicated as possibly critical.  

o Deceleration-to-Safety Time (DST) – the necessary deceleration to reach a positive PET value  
if the movement of the conflicting road users remains unchanged. 

• Subjective take-over quality measures: 
o Intervention accuracy – the accuracy of choosing intervention type (every intervention should  

be carried out using the best possible method). The choice of intervention method is subjective  
and depends on the skills and experience of the driver, as well as the environmental and ethical 
context. Resuming manual control may be performed by: brake intervention, accelerating  
or steering intervention. The best intervention method may differ in various driving scenarios [182].  

o Quality assessment of safety-effects – a measure of assessing driver’s performance, using subjective 
rating of criticality. Each level is set based on measurements, but categorization and intervention 
time division is done subjectively. The method may be designed with categories e.g. uncontrollable 
situation (no time to react), dangerous, unpleasant, harmless, nothing noticed (no danger).  
The assessment method may be based on time-metrics, acceleration values or distance [191].  

o Crash probability – a method similar to the previous one, but in addition to measuring time  
or motion-oriented values, it is also based on the likelihood of an accident. It can result in 
categorization or present results in percentages [96]. 

o Self-reported difficulty/danger – a survey carried out after performing a take-over.  
The subjective driver’s rating of the difficulty/danger of the situation. The outcomes may  
be presented on the scale or converted to a percentage [159]. 
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o Expert-based assessment – a method of integrating different timing and quality parameters into  
a global controllability measure [120]. Trained raters are required to integrate different aspects  
of driving performance by using a standardized rating scheme. The method proposed by Naujoks 
[193] is developed in reference to automated vehicles, based on an existing assessment procedure 
that has been successfully applied to assess the criticality of driving situations in manual driving 
conditions (Kaussner’s driving behaviour assessment [130]). The TOC-Rating (Take-over 
controllability rating) may be used in empirical studies on controllability in accordance with the Code 
of Practice [229]. 

 
Figure 34 Overview of TOC Rating process [193]. 

In assessing driver’s intervention performance, it is essential to present the overall safety effects of a transition  
in a particular traffic situation. Driving scenario context is crucial, as there is no intervention type suitable for all 
dangerous situations. Driver reaction that is beneficial in one situation (e.g. swerving to avoid an accident) may  
be detrimental in another (e.g. swerving when there is neighbouring traffic). Moreover, different outcomes  
and measures of take-over quality should always be compared carefully and with extensive attention to detail.  
It is always recommended to use a combination of appropriate measures as single measures may not be sufficient 
to differentiate safe and unsafe events.  

 Trustonomy approach 

Although a driver is considered to be an end-user of the final design, the main outcomes of the project  
directly address the needs of the automotive industry. During the pilots, time-based assessment of driver 
intervention will be used. For this purpose, simulator tests and track tests will be performed. The most likely 
measures are e.g. Time Headway, Time To Collision, Reaction time, Take-over Time. Additionally, it is possible to 
implement a subjective method of assessing the quality of takeover by conducting a survey among research 
participants. Moreover, a common DIPA assessment scale has been developed, through which a set of different 
driver intervention performance assessment techniques will be tested and compared in driving scenarios relating 
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to the RtI. The scale was developed taking into consideration requirements identified in task T1.2. Based on the 
aforementioned DIPA-related SoA, a set of different technologies will be chosen and examined during pilot 
experimentation. Each technique will be scored from 0 – does not meet requirements to 1 – completely fulfils 
requirements. An overview of the developed scale is presented below. Rows represent requirements, while columns 
map to different techniques and technologies. 

Table 10 DIPA techniques assessment paper. 

Requirement 
DIPA techniques assessment 

1 … n 

do not interfere with the manual driving activity    

assess the quality of driver intervention    

identify the boundaries of the transition and post transition phases 
following an RtI 

 
  

collect measures during and after the driving mode transition    

technologies must interoperate each other to improve the 
monitoring capability and reliability by means of data fusion 

 
  

guarantee the protection of the data collected preventing 
unauthorized access 

 
  

assess the driver’s level of trust along a simulation    

record the driver’s level of trust along a simulation    

act on the simulated experience to influence driver’s trust    

capable to evaluate ADS reliability and to predict the driver’s trust    

able to include earlier experience of driver/user on trust assessment    

support reliable real time, asynchronous, streaming, and batch 
processing 

 
  

support data quality curation including pre-processing, data 
clustering, classification, reduction, format transformation 

 
  

take into consideration contextual data such as vehicle type, road 
context, vehicle speed, etc. 

 
  

support standardizing, aggregating, and normalizing data from 
disparate sources 

 
  

works correctly during all considered driving scenarios    

works correctly regardless age, gender, height of the driver     

works correctly regardless vehicle type    

works correctly regardless automation level (3 or 4)    

enable to apply machine/deep learning    

enable to apply Bayesian inference    

SCORE:    
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Additionally, some of DIPA technologies, especially those in which the result cannot be clearly noticed, 
will be assessed with additional deepened subscales. The initial outcome will be multiplied with the appropriate 
weight depending on the task importance. Then, the scores will be calculated and provided at the end of the table. 
The collected results will be used to create a set of technologies that work best together to provide a wide range 
of data, as well as high reliability. Moreover, we should highlight that an assessment will be ascertained via a common 
assessment scale (presented above) and other suitable measures. The final project design will be the result 
of an optimal combination of assessed methods. 

3.5 Driver Trust and Acceptance Assessment Framework 

 Concept and definition of trust 

Trust is fundamental to many everyday (financial and non-financial) transactions, and is especially critical when two 
situational factors are salient: where there is uncertainty (risk) and also incomplete product information (information 
asymmetry) [250]. Research has found that human responses to technology are quite similar in some respects  
to responses to other humans (e.g. politeness [224]), possibly due to the fact that people automatically utilise 
established schema (habits) associated with interpersonal interactions. Similar parallels have been shown to extend 
to trust [187] and trust has been identified as a key factor influencing reliance on automation, and in particular  
in determining the willingness of a human operator to rely on automation in situations of uncertainty [148]. 

The concept of trust has been the focus of studies pertaining to a wide range of services and technologies such  
as mobile banking [39], fitness apps [29] as well as in interpersonal relationships [102][228]. The definition 
and understanding of trust remains the subject of debate in many research fields, including automation [54][70]  
and even though there is vast literature on trust, the different contextual settings and trust indicators used, makes 
it difficult to be definitive [155]. A general definition of trust such as that proposed by Mayer, Davis, and Schoorman 
(1995) [169] is: ‘the willingness of a party to be vulnerable to the actions of another party based on the expectation 
that the other will perform a particular action important to the trustor, irrespective of the ability to monitor or control 
that other party’ (p. 712).  

Using the above definition, the “party” within the context of the TRUSTONOMY framework could refer to either  
the HMI with which the user directly interacts or the “hidden” aspect relating to the trust put in the system designers. 
Brand trust, for example, is one of the main marketing tools which can alleviate a consumer’s price sensitivity  
in times of heavy market competition [109]. Whilst brand trust (defined as “the willingness of the average 
consumer to rely on the ability of the brand to perform its stated function”) is undoubtedly important with regards 
to brand loyalty, brand affect can also mediate this relationship. Whereas brand trust is usually formed via thought  
and consideration by the consumer, brand affect is an emotionally driven concept, and often cognitively 
spontaneous [44]. Research has shown that brand trust, i.e. trust in parties behind the technology (as opposed to 
trust in the technology itself) has been found to impact people’s intention to use the technology such as a location 
sharing application [30] or to engage in computer-mediated exchanges [210]. In Trustonomy therefore, we define 
trust as being not only relevant to the HMI, but to all ADS components, as well as to the perceived designers. 

Trust has been previously researched in the driver safety domain with regards driver safety systems such as forward 
collision warning (FCW). Lee and Kantowitz (1998) [149] noted that trust is one of the most important driver cognitive 
characteristics which determines the appropriate use of such systems. In the case of FCW, if drivers are mistrusting, 
they may ignore the alarm which alerts them to an impending collision. One of the important characteristics of these 
FCW warnings, is its timing – too early and the driver might view it as a false alarm [123] [206] and too late may 
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reduce the chances of drivers having time to take appropriate action. Abe and Richardson (2006) [1] concluded from 
their driving simulator study that drivers expect alarms to be presented before they initiate braking actions  
and when this does not happen, driver trust in the system is substantially decreased. This underlines the need  
to understand user’s expectations and requirements (see Deliverable 1.2 for more details) [265]. 

Moving onto AVs, research suggests that user trust not only predicts whether autonomy will be used, but also how 
it will be used. For example, low levels of trust might dissuade users from its use, whilst high levels of trust might 
encourage abuse (using it inappropriately) [150] [211]. Initial trust, perceived reliability and driver experience can all 
mediate feelings of trust [272] [138]. The level of trust and users’ expectations must match the actual system 
capabilities. Muir (1994) [187] introduced the concept of trust calibration as the “process of adjusting trust  
to correspond to an objective measure of trustworthiness.” Mistrust and distrust are examples of poor trust 
calibration: when an operator’s trust in the system is higher than its actual trustworthiness mistrust occurs, whilst 
distrust occurs when the subjective level of trust in the system is less than the actual trustworthiness of the system 
[150]. Research has shown that drivers have difficulties adjusting their level of trust in AVs according to system 
performance criteria (a key requirement for trust calibration) [176].  A further consideration is that changes in trust 
can be affected by personal characteristics such that those who demonstrate high levels of trust will suffer more 
from “trust degradation” when a failure is observed [177]. 

Therefore, three distinct layers of trust have been identified [164] - dispositional trust, situational trust, and learned 
trust. Dispositional trust represents an individual’s underlying propensity to trust whereas situational trust depends 
on a specific situation. Situational trust can be influenced by both the environment but also operator state. Learned 
trust is based on previous relevant experiences. The following sections draw on the results of a very comprehensive 
meta-analysis [111] which attempted to identify the main factors associated with trust in automation. 

The meta-analysis [111] revealed four primary sources of variability of dispositional trust – culture, age, gender  
and personality. Culture, for example, plays a role in interpersonal trust [188], and whilst little research has focussed 
on culture, trust and AVs, some studies have reported cultural differences trust in social robots [156]. With regards 
age, there is little evidence for a direct relationship between it and levels of trust in automation and researchers 
instead suggest that different age groups may use different strategies when analysing the trustworthiness  
of automated systems [171]. Gender, likewise, has not shown to be a consistent influencer of trust in automation, 
although the way in which different genders respond to an automated system’s communication style may offer some 
insight into how an AV should communicate with a user [203]. Perhaps easier to study is an individual’s propensity 
(trait) trust and how this mediates trust in automation. One study [177] found that high levels of trait trust correlated 
with trust in reliable technology; however when they encountered errors, their trust declined to a greater extent 
than those with low trait trust. Other studies suggest that higher trust in automation is exhibited  
by those who are extraverted, emotionally stable, and have intuitive rather than sensing personalities [111]. 

Moving onto situational trust in automation, the meta-analysis segments the variables into those which demonstrate 
variability based on external context and those which are more influenced by internal factors. 

External variability includes: 

• Type of system,  

• System complexity, 

• Task difficulty, 

• Workload, 

• Perceived risks, 

• Perceived benefits, 
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• Organisational setting, 

• Framing of task, 

Whilst internal variability factors include: 

• Self-confidence, 

• Subject matter expertise, 

• Mood, 

• Attentional capacity. 

Furthermore, the authors suggest that the environmental conditions that are likely to promote stronger relationships 
between trust and reliance are those where the complexity of automation is high, the situation is novel to the user, 
where the user has little decisional freedom and they are able to make a direct comparison between the automated 
system and the manual one. 

Finally, learned trust is influenced directly by the operator’s pre-existing knowledge as well as the automated 
system’s performance. Hoff and Bashir [111] divide learned trust into two further categories, with “initial learned 
trust” representing trust prior to interacting with a system and “dynamic learned trust” representing trust during 
an interaction. Initial learned trust is contingent on expectations about the system, brand reputation, experience 
with similar technology and an understanding of the system. On the other hand, dynamic learned trust is a function  
of system performance (reliability/predictability etc.) as well as fundamental design features (ease of use, 
transparency etc.). A full model derived from the Hoff and Bashir paper is presented in Figure 35. 

 

Figure 35 Full model of factors that influence trust in automation [111]. 
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 Measuring trust 

Measuring trust in Human Machine Interaction is not a straightforward task. Hancock et al. (2011) [105] report that 
most reviews of human-technology trust are qualitative and descriptive, and focus on measuring momentary states 
of trust. In Trustonomy we wish to focus on the process of how trust develops, the factors involved in this process 
and how to retain or rebuild it.   

Traditionally, “economic trust games” have been used to evaluate levels of trust in a particular system or technology 
[151] but it is difficult to generalise their findings, in terms of monetary gain, to other agents. These trust games [31] 
involve pairs of participants, one in the role of a sender (trustor) and the other in the role of a receiver (trustee). 
The sender is given a certain amount of money and has the opportunity to send any amount, or none, to the receiver. 
The amount sent is tripled and given to the receiver. The receiver can then send any amount of the money they 
received back to the sender. It is argued that any positive amount sent by the sender is a measure of trusting 
behaviour.  

General personality measures of trust include Rosenberg’s 1957 [230] faith in people scale and Rotter’s 1967 [232] 
interpersonal trust scale. These focus on interpersonal relationships with items such as “in dealing with strangers 
one is better off being cautious until they have provided evidence that they are trustworthy”. There appears  
to be no research which captures whether these measures of general trust correlate or predict drivers’ likelihood  
of trusting safety systems or AVs. 

On the other hand, researchers have measured subjective trust in a system. For example the Jian, Bisantz, and Drury 
(2000) [125] trust scale has been used in a number of studies [68] [97]. Trust in using an ACC has also been studied 
[222] [76] using subjective measures, however, whilst easy to use and may provide access to internal cognitive 
processes, self-reports do not provide the opportunity to continuously measure trust and cannot capture real-time 
changes. Many studies create their own trust scales and thus may ask questions such as “to what extent do you trust 
the automation”, or “to what extent do you believe the automation is trustworthy”, or “to what extent do you  
trust the automation to successfully complete the task”. These different questions may be tapping into different 
aspects of trust. Not being able to capture real time changes is particularly important in the driving scenario which 
is dynamic with traffic conditions changing in a fast-paced manner. How and when trust is measured in a study  
has changed over time. Early studies often only measured trust once, after exposure to automation, although  
pre- and post- levels of trust are also sometimes assessed. Alternatively, trust can be measured multiple times 
throughout a session of exposure at specified time intervals such that changes (loss or gain in trust) can be gauged 
[7]. This problem has led some researcher to explore continuous measures of trust by using proxy measures, such as 
those relying on physiological indicators. Some of these have been explored in previous sections in this deliverable 
(driver state monitoring) so here the focus will be on those which specifically relate to trust. 

One method of continuously measuring driver trust is to monitor drivers’ propensity to engage in tasks other than 
driving (referred to as non-driving related tasks – NDRT). A high amount of trust presumably means that drivers are 
happy to “leave the vehicle in charge”. Indeed, Beggiato & Krems, 2013 [28] and Beggiato, 2015 [27] report that 
when participants had correct expectations regarding the behaviour of the car’s automated functionalities, they 
trusted the vehicle and engaged more in a NDRT. Thus gaze behaviour (establishing that for instance drivers  
are looking at a NDRT) could be a useful indicator of trust – although the evidence is mixed (Verwey, Martens, 2018 
[273] did find a relationship, whilst Gold et al., 2015 [97] did not). 
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Physiological measures, such as Electrodermal activity (EDA) have been used as a measurement of trust, with 
increases in sweating being correlated to lower trust [5][133][184]. This might be due to lack of trust being  
an emotional response, which can be measured via sweating.  

 

In general, drivers have a high level of trust in AVs (Kircher, Larsson, Hultgren, 2013 [135]), but the trust is fragile  
and tends to decrease after drivers experience automation failures (Blanco et al., 2015 [33]). One way of increasing 
initial trust is to provide information which promotes the trustworthy elements of the AV [138]. 

Driver Monitoring Systems (see Section 3.2) can aid the driver in the monitoring task of the driving environment,  
but their design should not impinge on driver trust.  The results from a test track study suggest that incorporating  
a DMS into an AV as a way of alerting a driver to their reduced attention, can be achieved without severely hindering 
driver trust and satisfaction, if the timing of the alerts is designed carefully [269]. 

In summary, TRUSTONOMY should consider using objective measures (such as glance patterns and physiological 
measures) as well as subjective ones (questionnaires) to measure both trait and state trust. See Table 11 for details: 

Table 11 Trust and trait measures based on own study. 

 

 

 Trustonomy approach 

Trustonomy will contribute to the state of the art relating to trust in automation by creating simulated scenarios 
designed to build, and where necessary, regain trust in ADS. Due to the safety-sensitive nature of trust (i.e. a potential 
conflict situation arising due to over or under trust), a study will be performed in a driving simulator, where it is also 
possible to choreograph the appropriate driving scenarios and maintain consistency in experimental procedure 
between participants.  

Participants will be recruited to the driving simulator study and using a trait measure of general and automation-
specific trust. We would hypothesise there to be a correlation between general and automation-specific measures 
of trust, but this will be tested, along with how technology acceptance, in general, mediates trust. This can 
be ascertained via the Technology Acceptance Model [59], or other such standardised measure such as the Affinity 
for Technology questionnaire [83]. It is clear from previous research that trust influences the acceptance and use of 
automated technology [150][207], i.e. trust contributes to acceptance [180]. However, the challenge for Trustonomy 

Measurement Tool 

Trait Trust (Agreeableness) 

For example, 12-item scale from the Five factor 
Inventory which includes two items from the 
NEO Personality Inventory-Revised’s 
propensity to trust subscale 

State trust (Initial and post-task) 
For example, Likert scales using Muir’s (1987) 
theory [186] 

Trust in Technology 
For example, Automation-Induced 
Complacency Potential Rating 
Scale [241] 

Trust in Automation 
Propensity to take over in non-critical 
situations, Interaction with NDRTs, gaze 
patterns, physiology (EDA and HR) 
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is to discover what affects state1 trust, in a dynamic way and independent to trait trust, in the context of driving 
an autonomous vehicle. Previous studies have not attempted to establish this. 

In order to fulfil this first objective, several scenarios relating to the RtI situation will be choreographed and presented 
to participants in a simulated drive of around 30-60 minutes. The RtI will be a reasonable action if one does not trust 
the automation. The exact nature of these RtI scenarios will be defined using the Trustonomy framework as well 
as drawing on the user requirements extracted in WP1 and reported in D1.2. For example, one of the user 
requirements which was rated highly was “the driver should be able to take control of the vehicle at any time” whilst 
many disagreed that “if a driver is required to resume control, they should be alerted via a visual display only”. 
Knowing this subset of requirements helps to formulate the types of scenarios which might reduce trust if they were 
not to be implemented in the ADS. 

Having artificially reduced trust in automation via process outlined above (and been able to evidence this  
via objective measures such as eye glances to a NDRT), ways of regaining trust will be operationalised. Given that 
we know little about the way in which trait and state trust interact (for example if an individual has high trait trust,  
do situations which ordinarily provoke low state trust, have lesser impact on them; and vice versa for those with 
low trait trust), our measuring of state trusts needs to be done in real time. This will allow us to fulfil the second 
objective – that of investigating how, if trust is lost, to rebuild it. Again, this has not been studied as yet, and so we 
will use literature pertaining to other domain such as mobile banking to try and emulate ways of doing this. This may 
include using soft measures such as brand placement and messaging (e.g. “Don’t worry, we’ve got your back”) 
to remind users of a trusted brand, or more direct measures such as instigating driving situations which demonstrate  
the “trustworthiness” of the ADS. 

3.6 Enabling Information and Communication Technologies  (ICT) Systems  

The research and piloting activities foreseen in the project DoA benefit from the support of IT experts and system 
integrators participating in the Consortium to identify the most suitable enabling technologies, to design and 
integrate them in a comprehensive set of services. To this aim, the Trustonomy framework will include in addition to 
envisioned methodologies and guidelines, an integrated environment of advanced tools and applications leveraging 
on well established and emerging ICT trends and paradigms, presented at a high level in the following sections. 

 Digitalization in automotive industry 

Any progress in car automation achieved so far, since the development of electronic engine control and basic driving 
support systems (e.g. anti-lock braking system ABS), wouldn’t have been possible without the availability of frequent 
and reliable measurements of key car parameters obtained through increasingly complex sensor networks  
and dedicated processing nodes (electronic control units, ECUs). In the very same way, subsequent steps along the 
automation level ladder for vehicle driving can be considered data-driven processes, simply because data and digital 
processing represent the way subsystems in a vehicle can build up a perception of the external world and feedback 
about the actual effect of any action or control strategy. Advancements in sensor technology and microelectronics 
(processing power, data storage and transmission) favoured the digitalization of in-vehicle systems and unlocked the 
development of data-intensive on-board features, becoming ubiquitous and permeating different application 
domains in the automotive industry: 

                                                           

 
1 A state can be defined as a temporary way of thinking, feeling, or behaving while a trait is a more stable and enduring characteristic or pattern of behavior. 
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• vehicle control, 

• driver support, 

• telemetry, 

• diagnostics, 

• infotainment systems.        

3.6.1.1 Data collection 

The relationship between a traditional vehicle and its driver so far has been centred around perception, a process 
through which humans acquire knowledge about the surrounding context, enabling complex spatiotemporal analysis 
and strategic decisions. Likewise, they are capable of receiving and effectively processing additional feedback from 
vehicle instrumentation, in order to elaborate short- and long-term plans and react accordingly. Delegating specific 
aspects of these perceptual tasks to automated systems imply the on-board availability of a dedicated sensors 
network, generating raw measurements from which to extract more general information about the vehicle’s dynamic 
behaviour and the relationship with the surrounding environment (e.g. infrastructure, obstacles, other road users). 
Human drivers perform remarkably well in controlling a vehicle under a wide range of driving conditions, and their 
confidence is bolstered by the accuracy and trustworthiness of the available instrumentation. Defining situations  
in which the vehicle can perform specific actions by itself, independently from the driver, shifts the burden of control 
progressively towards automation. This presents increasingly demanding challenges that can’t be tackled without  
a real-time and robust understanding of the actual operating environment, with the extraction of significant 
parameters from frequent and reliable measurements. Thus, the evident rise in the amount of data collected  
on board in the inception of driving assistance systems represented the starting point of an exponential trend 
supported by developments in automotive electronics and market requirements for safer and increasingly 
automated vehicles. This data intensive approach formerly applied to bare mechatronics can be complemented 
collecting and processing user related parameters as well, tightening the mutual control loop of the vehicle-driver 
system with the aim to improve its overall behaviour and performance along the transition towards full automation. 
In this sense building up a representation of the driver condition, his attitude and responsiveness, and ultimately his 
effectiveness in the actual driving effort entails a wide selection of heterogeneous sources of information, provided 
by different equipment, including IoT devices, audio and video processing, ergonomic assessment, industrial and 
biophysical sensors. Additional information can be acquired from other wireless technologies, e.g. Bluetooth  
can provide information about mobile phone use, and moreover wireless communication can be used  
to leverage on additional devices connected to the vehicle. 

In general, on board collected data are provided for three different monitored domains: the driver, the vehicle  
and the environment. All of them encompass different sources, in terms of sensors, technologies and gathered 
measurements; different local processing (edge computing) and data transmission devices and techniques are 
adopted according to the timing and computing power requirements of the task to be performed. 

3.6.1.2 Vehicle telemetry / telematics 

Vehicle data is managed by several control units (ECUs) connected in wired on board networks available  
and operating different protocols (CANbus, OBD2, FlexRay, MOST). Driver and environment related information  
is usually managed by data collection / temporary storage devices with dedicated central elaboration units. 
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Monitoring, data acquisition capabilities and technology choices heavily depends on the operational context: 

• In actual driving, being on an open road or an on test-track, all the data (vehicle-, driver- and environment-
related) has to be collected on board and possibly transmitted off board with data transfer devices through 
wireless communication.  

 
Figure 36 Vehicles instrumented for test drives.  

• In virtual driving, the simulation allows participants to be involved in realistic and repeatable scenarios, 
to conduct studies in a safe and controllable environment, substantially reducing the costs associated 
with the development of real systems, infrastructures or prototypes. Parameters of interest can usually 
be monitored via wired connections (typically Ethernet) and the environment is vastly customizable in terms 
of traffic participants (vehicle types, pedestrians), type of road (highway, city road, country road, etc.), traffic 
situation and environmental conditions: atmospheric conditions (snow, rain, fog), road surface (slippery, icy, 
wet), time of day (day, night), Controlling the simulation program and recording the driving process 
is possible from the operator's station. The data recording system allows the collation of the motion 
parameters of all vehicles and events that occur while driving. It is also possible to monitor the driver's 
actions related to driving such as pressing the pedals, steering wheel movements and eye movements. 
Wireless communication is still a viable option for additional devices, not included in the standard simulation 
equipment. 

      
Figure 37 Driving simulators [167]. 

 Data management 

As mentioned above, tech companies are assuming an increasingly important role in the automotive landscape, 
overcoming their traditional involvement in supporting vehicle makers engineering processes in the design 
and simulation domains, with the creation and operation of a growing vehicle- and driver-centred ecosystem 
of connected and data-driven applications. The roadmap towards automated driving pushed this process forward 
quickly, due to the extremely challenging safety and reliability constraints, and consequently the demand for novel 
algorithms and techniques to process the massive amount of data that come into play. Part of the solution to such 
demands can be investigated with the transfer and the effective adoption in the automotive industry of a 
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combination of developments occurred in IT world in the last years, stimulated by the rise of cloud computing, 
wireless communication and information processing commonly referenced under the term “big data”. 

This categorization comprises different software tools to properly manage and extract information from very large 
datasets are beyond the processing and analysis capabilities of traditional computer systems. Since typically big data 
processing takes place in the cloud, these systems cannot be used on-board for real time processing of data as 
autonomous driving is a time-critical application and cloud computing implies delays that cannot be ignored. 
However, big data processing can be used for the training phase of machine learning models. 

In the frame of the Trustonomy project, this technology layer will horizontally be applied to the specific research 
areas according to their own specific requirements. In the following subsections elements of a big data management 
system are presented, in order to identify promising technologies and building blocks as key references for the design  
of the overall Trustonomy framework. 

3.6.2.1 Data processing 

Data processing can be represented as a pipeline comprising many steps, each addressing a specific aspects  
of it and involving different handling techniques: 

• Validation, to reduce effects of systematic and random errors and improving accuracy. 

• Transformation, to adapt current data structure and format for further processing. 

• Data fusion, combining information gathered from different source to obtain a better representation  
or an increased reliability. 

• Analysis, a process of inspecting, cleansing, transforming and modeling data with the goal of discovering 
useful information, informing conclusion and supporting decision-making. 

• Classificaton, to separate data into variuos categories. 

• Reporting and providing data summary or computed information. 

• Security, including data access, data erasure, data privacy to prevent information use by unauthorized 
persons. 

Each of these blocks can comprise many phases and may be accomplished with different strategies, depending  
on the type of the information to be processed, timing requirements and other constraints. 

3.6.2.2 Data storage 

The nature of experimental activities that will be performed in the pilot sites will generate extensive datasets that 
have to be properly stored to ensure their availability and security along their expected lifetime, thus enabling  
all the activities they have been collected for. Data flows occurring on board during pilot research phase that require 
storage (even temporarily) comprise: 

• driver-related data: 
o Physiological parameters, where applicable e.g. heart rate and EDR, glance patterns and sight direction 

via eye tracking technology estimation of driver posture, evaluation of gestures and other relevant 
metrics. 

o Behavioural information: attitude, arousal, reaction time, assessment of task load and/or performance, 
o Secondary task performance, a measure of “spare capacity” as a proxy for trust (amongst other things). 

These tasks (cognitive, visual, manual) and their evaluation may be part of designed experiments. 

• vehicle-related data, e.g. driver inputs for the vehicle, steering wheel angle, changing state of onboard 
systems, dynamics in terms of speed, acceleration and lane position 
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• data about the environment: traffic (e.g. data for other vehicles or pedestrians), situational metrics (e.g. time 
headway for participant's vehicle or collision count) both in real world and simulated experiences 

• synchronization information to allow temporal correlation of multiple data sources 

• metadata describing operational status and/or marking spcecific patterns detected while travelling. 

A large part of these data is stored only in temporary buffers for processing purposes, but significant elements  
and intermediate results can remain on board at the control unit level and in specific external memory devices. Cloud 
storage could be provided for information to be transmitted off board to be processed and analysed  
in a fully-fledged computing environment; local storage may be performed in on-site databases at pilot locations. 

Data collected outside of driving sessions that will be stored in Trustonomy consists mainly in questionnaires, 
completed by the participants to ascertain self-report data pertaining to socio-demographics, attitude to, trust  
and familiarity with technology and automation, driving style and other variables of interest to the study. Proper data 
security best practices and anonymization techniques will be adopted to guarantee privacy.  

 Machine learning – Deep learning 

Machine Learning (ML) and its subfield Deep Learning (DL) are two types of algorithms able to extract information 
and make decisions analysing a large amount of data. They belong to the more general framework of Artificial 
Intelligence (AI). These data analysis approaches can be used in several different applicative domains. They can 
provide high performance in video processing, being able to analyse each frame and extract meaningful information, 
after a proper training phase. Data (video) analysis, based on ML and DL, requires specific steps regardless of which 
is the applicative scenario. First of all the goal of the algorithm must be precisely defined. It means the definition  
of the relevant information that the system will have to look for during the data analysis. Clarified the final goal,  
it is necessary to collect data to create an appropriated training dataset that should be accurate and large enough 
according to the selected task. Finally, during the training phase the algorithm self-learn how to reach the desired 
goal; in other words it learns how to detect the desired output from the data it receives in input. The result of this 
last step is the definition of the algorithm that will be ready to be deployed into the final product 
[277][280][284][277]. 

In the context of semi-autonomous mobility, these methodologies can be used to process images acquired  
by on-board camera to monitor driver and passengers. Moreover, they can be used to extract different information 
about the driver, moving from detecting his/her status to recognize the actions he/she is doing. It is worth noticing 
that, as previously said, the algorithm self-training is a crucial phase that determines its detection capability  
(i.e. which information can be detected) and its performance (i.e. the precision of the detection). Therefore,  
an important issue that should be taken in consideration carefully is the definition of an appropriated dataset:  
it should be composed of a vast number of images acquired by on board cameras with different driver and passengers 
doing different activities [2][140]. 

These considerations are valid also for the audio processing that can be executed to detect sounds that may distract 
the driver (e.g. a baby crying in the back seat or two passengers arguing). 

In conclusion, thanks to ML and DL algorithms is will be possible to classify driver activities and readiness, to evaluate 
and possibly trigger appropriate actions on the vehicle and /or towards the driver (feedbacs and alerts) improving 
the overall driving performance in terms of safety and efficiency. 
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 Data reporting and visualization tools – operator user interfaces 

As Trustonomy has a strong dependency on data and algorithms to extract knowledge from them, proper data 
analysis tools including visualization capabilities are a fundamental support for researchers and technicians in their 
activities. Modern GUI based systems offer powerful and interactive features to display measurements and time 
series, to perform advanced calculations and to develop and test code routines. This applies horizontally to all the 
proposed investigation areas, with specific customizations to take into account their peculiarities. For example,  
the math and algorithmic support will be more demanding in the DSM and DIPA domains. Different ICT-based tools 
will be developed to enable novel driver training methods, both for the theoretical part of the training and for driving 
simulations, to especially include practice on selected and most important driving automation systems. The overall 
planning and design of advanced driver training curricula will benefit from information technology, as well.  

 Trustonomy approach 

To support the different proposed research areas described in the previous sections (DSM assessment, HMI Design 
Assessment, Automated Decision Support, Driver Training, Driver Intervention Performance Assessment and Trust 
and Acceptance Measurement), Trustonomy is developing a set of ICT solutions and services that permit 
the collection, processing and management of large data volumes that correlate and analyze the vehicle and drivers’ 
behavior in different operating conditions and simulated environments. 

Under this perspective, Trustonomy will use a big data management platform offered by Intrasoft International, 
referenced as the Stream Handler Platform. It provides the hooks for interconnecting, storing, transforming 
and processing data as well as training, testing and executing machine learning and artificial intelligence algorithms, 
resulting in a full-fledged Big Data solution.  

INTRA’s Stream Handler Platform is a high-performance (low latency and high throughput) distributed system  
for handling real-time data based on Apache Kafka (a widely adopted streaming platform [255]). It can efficiently 
ingest and handle massive amounts of data into processing pipelines, for both real-time and batch processing.  
The platform and its underlying technologies can support any type of data-intensive ICT services from cloud to edge.  

In the following paragraphs, a general overview of the INTRA’s Stream Handler Platform is presented, together  
with a description of the high-level architecture and the individual platform components, their interactions, as well 
as the key technologies involved.  

The key capabilities and features offered by the platform are: 

• Real-time monitoring and event-processing 

• Interoperability with all modern data storage technologies and popular data sources 

• Distributed messaging system 

• High fault-tolerance - Resiliency to node failures and support of automatic recovery 

• Elasticity - High scalability  

• Security (encryption, authentication, authorization) 

In particular, the platform is a fully featured industrial grade solution: i) which is capable to scale  
out and accommodate various big data from different domains, interoperating with all modern data storage 
technologies as well as other persistence approaches and ii) can support all important Big Data languages including 
Python, Java, R and Scala as well as other traditional programming approaches. 
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Figure 38 Stream Handler Platform - High level Architecture. 

 

As depicted in the figure, the Stream Handler Platform consists of: i) Connectors, ii) Streaming Core component, iii) 
Schema Registry, iv) Security Management and v) Platform Admin and Monitoring Dashboard.  

Data sources, Data stores, Data Analytics and Visualisation applications and well as the supporting Processing 
Infrastructure are components that complement the offered Big Data solution and their choice and implementation 
are dependent on the targeted use cases and scenarios. A brief explanation of all components comprising 
the architecture follows. 

• Data sources and Data stores, which represent data streams both in a structured or unstructured format 
generated by any IoT device and/or gateway on the edge, that can be made available to the Big data 
platform,. Similarly, and according to the requirements, appropriate persistent storage can be used,  
as depicted in the input/output data components, interoperating with all the modern data storage 
technologies of a Big data ecosystem such as RDBMS, NoSQL, HDFS Hadoop, Apache HBASE, etc. as well  
as other persistence approaches such as Mongo, MySQL, JDBC, etc.  
The Stream Handler Platform can interoperate with IoT architectures building an end-to-end IoT integration 
with the platform with the use of MQTT protocol, a widely adopted ISO standard (ISO/IEC PRF 20922) 
publish-subscribe-based messaging protocol for end-to-end IoT integration from edge to data center  
(and back, of course, i.e. bi-directional).  

• Connectors, that seamlessly integrate external data sources and stores and make them available  
to the processing components of the platform by employing specific “Stream Connectors” and “Data Source 
Connectors”. Data connectors allow the interconnection of data stores for permanent storage of data.  
Well-known data stores can be integrated to the platform such as Hadoop, Oracle, JDBC, Neo4j, InfluxDB, 
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Cassandra, MongoDB, Elasticsearch and more, through a huge variety of data connectors already available. 
In addition, the Kafka Connect API simplifies the integration of a new data source or sink, enabling  
the development of custom-made connectors.  

• Streaming Core, The Streaming Core component is implemented as an Apache Kafka cluster with multiple 
brokers to maintain load balancing and replication. The underlying technologies and capabilities  
of the Streaming Component and the multiple workers of the Connect Component allow the realisation  
of scalable and secure stream data pipelines. Apache Kafka allows to producers and consumers to publish 
and subscribe to streams of records (topics) similar to the functionality provided by a message queue.  
The streams of records are stored in a fault-tolerant durable way and consumers (Big Data Apps or AI Apps) 
can process transform or react to them. The Communication Platform is clustered to allow for the horizontal 
scalability of the system achieving thus a scalable, fault-tolerant communication-efficient framework. Kafka 
Streams subdivides the data within a topic using logical entities such as partitions and tasks to achieve data 
parallelism and enable elasticity, scalability, high performance, and fault tolerance.  

• Schema Registry, which allows the definition and storage of data models describing the data.  
It is implemented through a Kafka add-on (Confluent Schema Registry [50]) that exposes a RESTful interface 
for storing and retrieving schemas defined in Apache Avro serialization format. It provides serializers  
(in the Avro format [254]) that plug into Kafka clients that handle schema storage and retrieval for Kafka 
messages that are sent. 

• Data analytics and Data Visualization represent the applications that perform the data processing  
and analytics. These are dependent on the exact use cases that are implemented through the use  
of the Stream Handler Platform and can be implemented in any programming language typically preferred 
for data science (such as Python, Java, R and Scala) or any native programming language (e.g. C/C++, Haskell). 

• Processing Infrastructure, a distributed computing environment that spans multiple VMs and providing all 
the necessary technologies and components that enable the storage and analysis of the data involved  
and further allowing the usage of any technology agnostic algorithms. Apache Spark, Hadoop, Kafka Streams, 
Spark Streaming, H2O are included among others. 

• Security Management, This includes a set of mechanisms that enhance the security of the platform. Mainly, 
three components are included, encryption of data through SSL/TLS, authentication through SSL/SASL  
and authorization using Access Control Lists (ACLs). 

• Platform Admin Dashboard and Monitoring Tools, These include platform administration and monitoring 
tools that allow cluster configuration and provide an overview of the cluster performance and health status.  
The available dashboards also provide significant information when performance tuning is necessary.  

3.7 Driver Training Framework  

 Driver training context and trends  

The use of a car requires a human to obtain a licence. The process of training and examination of drivers is crucial, 
properly organized and conducted to ensure that there are drivers on the road, who not only were able to pass 
the exam, but also know how to use the roads safely. 

3.7.1.1 Legal regulations concerning trainings 

The subject of driver training at the European Union level is regulated by Directive 2006/126/EC of the European 
Parliament and of the Council of 20 December 2006 on driving licences. It describes in a general way the principles 
of issuing driving licences, requirements for drivers, categories of driving licences, knowledge and skills which should 
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be demonstrated by candidates for drivers during theoretical and practical tests, indicates minimum standards 
for persons conducting practical driving tests. 

The directive sets a minimum standard for training, giving EU member states the opportunity to regulate in detail 
the pre-examination training process: theoretical and practical, and the rules for driver training centres. 
The examination standard introduced by the directive allows managing the requirements for drivers by subjecting 
them to a mandatory theoretical and practical examination on the basis of the requirements described 
in the directive. Including precise rules for conducting the theoretical and practical tests and requirements 
for examiners. 

Therefore, each Member State determines, on the basis of its own regulations, how to train candidate drivers so that 
they will finally have the knowledge required by the EU for the test. 

The Directive does not specify the requirements for drivers to have knowledge of safety systems. The ABS, ASR 
and ESC systems are discussed during the standard driver training course. Information on other systems is largely 
a matter of instructor involvement. 

The same applies to the use of a vehicle equipped with parking sensors, a rear reversing camera, mirrors that 
automatically lower when reversing, and a hill support system during the examination. In some countries it is possible 
to use these devices (Estonia, Norway) in some countries, e.g. in Poland, this is a vague issue. The cars in which 
candidates take the exam may not be equipped with these systems, you can use them if you use your own car on 
the exam, but ultimately it is the examiner who makes a final decision which systems the examined person can use. 
In the UK, the exam drive is carried out using navigation, which is also used to train drivers of higher categories 
in other countries. 

The instructor community is divided, some believe that learning and testing should be done on a vehicle without 
systems so that future drivers can do without them, others believe that training should keep pace with technological 
change. The training system supports the former because it is designed in such a way that the driver needs to acquire 
the necessary skills to drive safely without any support systems. 

It is essential that in this context any changes are implemented at EU level. At the moment, the training process has 
not kept pace, not only with the technological development of vehicles but, above all, future drivers are not gaining 
the necessary knowledge about mandatory vehicle equipment. The curriculum should include new technologies that 
influence driving, the most important being navigation devices, adaptive cruise control (ACC), lane departure warning 
and lane keep assist systems, etc. Proper use of these systems will significantly improve the safety of the user, while 
lack of training in their use can lead to dangerous situations or to abandonment of their application. 

Changes to driver assistants and driving autonomy systems also require an extension of the scope of the 
requirements for instructors and examiners, but going back to training, each driver must undergo theoretical and 
practical training before being granted a licence, the effects of which are verified during the examination, including 
theoretical and practical training. The purpose of theoretical training is to familiarise candidates with road traffic 
rules and regulations and to show them the risks they may encounter on the road and to teach them how to minimise 
them. During the practical training, the candidates acquire the skills needed to drive a vehicle. 

The GADGET project, implemented between 1998 and 1999, acronym for Guarding Automobile Drivers through 
Guidance, Education and Technology, has developed a matrix to help analyse the process of driver training, defining 
the objectives of driver training and the content of the driver training programme. 
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The GDE (Goals for Driver Education) matrix sets out the main levels and areas of driver education in a hierarchical 
approach to better understand safe driving. The four levels cover the next stages of training, from mastering basic 
manoeuvres, to practising road driving and travel planning skills, to shaping attitudes and responsibilities in road 
traffic. Three areas are assigned to each level: knowledge and skills, risk awareness, self-esteem [153]. 

 
Figure 39 Goals for drivers and education (GDE) [16]. 

During the driving licence course participants move on the first two levels and in two areas. This means that 
the candidates are acquiring within training knowledge and skills in the field of road traffic regulations, vehicle 
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operation, simple manoeuvres and exercises in road traffic, as well as being made aware of the risks related to the 
condition of the vehicle, the use of safety belts, non-compliance with road traffic regulations and rules [16]. 
The improvement of road safety will be noticeable in the case of implementation of subsequent stages of training 
at subsequent levels and areas of the matrix. Currently, such systems are being implemented outside Europe, 
in countries such as New Zealand, most states in the U.S., some Australian states and Canada [108]. 

Analysing the level at which knowledge and skills of interest to the Trustonomy project should be addressed. To what 
extent these competences are crucial at the initial stage of driver training, should these issues already be passed 
on to experienced drivers? To what extent should the knowledge be made mandatory and on what basis will 
the systems added to the driver training system be selected. Directive 2006/126/EC of the European Parliament 
and of the Council of 20 December 2006 on driving licences was introduced (as referred to in point 8) to define 
the knowledge, skills and behaviours associated with driving motor vehicles, to establish a framework for testing 
and to establish minimum requirements for physical and mental fitness to drive [63]. The document sets out 
the requirements to be met by candidate drivers. It leaves the training system to the Member States, while 
the Member States are obliged to send the legal acts related to this directive to the Commission. 

Each country has its own training system. There are common elements and also significant differences between 
systems. This can be seen, e.g. in the relationship between training and examinations. In some countries it is possible 
to prepare for the practical exam without the participation of a driving instructor (Sweden, Finland), in others such 
training is mandatory, in addition, a minimum number of training hours is defined (Poland, Bulgaria, Portugal). 

Table 12 Schematic overview of the different relations between driver training and the exam [108]. 
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The main assumption of Trustonomy is the implementation of knowledge regarding autonomous driving systems. 
One of the key aspects is to indicate the current methods of driver training and possible changes to the future driver 
training. The introduction of new mandatory systems should be undertaken in parallel with the development 
of theoretical and practical driving courses. Table 13 shows variation of driver training programmes in the EU.  

Table 13 Elements of the driver training programme in the EU countries [108]. 
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One of the important aspects in driver training is building the awareness about possible road accidents. Road 
accident cases should be implemented in a basic driver training program. It is closely linked to the introduction 
of ADAS systems in vehicles. In some countries, the GDE matrix provides for gradual training and drivers participate 
in additional training after obtaining a driving licence. This gives a further chance to introduce new elements 
into the driver training programme. It is an attractive solution because the training participants already 
have experience in driving and the training itself is a form of improving the driving technique implemented in a driving 
technique centre (Germany, Austria), during driving in road traffic (Great Britain) and in a mixed cycle (Scandinavian 
countries). Training in traffic increase drivers' self-confidence and build up their road experience. Training 
on the track, on the other hand, are proven to improve the ability to cope with difficult, dangerous situations. 

Learning to use autonomous systems at this stage has many benefits. Drivers can drive without using the systems 
and may have experience that can be linked to the operation of the systems, which will allow for a better 
understanding of the advantages of the systems and a better acceptance of the development of vehicle autonomy. 

Legal regulations indicate the methods and manner of driver training. Each country has its individual training 
methods. Simulations are one of the key aspects of driver training methods. It derives from the fact that they 
can be easily modified or improved according to the development of technology. Benefiting from the simulations 
in the training program may allow for its frequent updates. Implementing these aspects to vehicles could be very 
expensive and time consuming. Simulation is still not sufficient as a driver training method and driving in real 
condition still remains an important part of the training.  

3.7.1.2 Regulations concerning the right to use the systems supporting driving on the exam  

Currently prototypes of vehicles equipped with driver assistance systems and autonomous vehicles become more 
and more accessible and common. Manufacturers of public transport vehicles outdo each other in equipping their 
vehicles with technological innovations, however not all components are certified and approved for use in public 
road traffic [209]. Before starting the production of an autonomous system, it is obligatory to verify its safety through 
a series of tests and legal regulations in order to confirm that the system is ready to be used on public roads. 
The definition of an autonomous vehicle varies depending on the country or organization. The taxonomy described 
in the standard J3016 created by SAE (standards developing organization in various industries with the emphasis 
on transport industries) is currently being used as the most respected document describing different levels of driving 
automation stages. When the Conditional, High or Full level of the vehicle automation is reached, the algorithm could 
manage the steering tasks independent of a driver. In case of the vehicle accident it is difficult to indicate 
who is responsible for the situation - the vehicle manufacturer or the driver. Among other things, such dilemmas 
have caused that some countries are not even legislating for testing autonomous vehicles on public roads. 

In 2018, the auditing and consulting company KPMG International conducted a study on the readiness of individual 
countries of the world for introducing self-driving vehicles to the market. One of the key factors defining the result, 
and thus the position of the country in the ranking, was the state of the country’s legislation on the vehicles with 
ADAS and autonomous systems. High positions in this ranking are occupied by such countries as the Netherlands, 
United States and Germany. 

Regarding the creation of legislation regulating the law on the use of electric vehicles, it was possible to create 
many projects that enabled testing and gathering experience from the operation of vehicles in real conditions. 
Autonomous vehicle industry is developing rapidly. There are many projects related with autonomous vehicles, such 
as WEpod - operating in Wageningen in the Netherlands without a driver on a university campus, or Waymo - an 
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autonomous passenger vehicle on the roads of California. No information regarding using ADAS systems during 
the driver's license test in European Union countries has been found. 

3.7.1.3 New trends in driver training: virtual reality and simulators 

During recent years virtual reality (VR) technology has been gaining popularity in many fields, including driver training. 
Currently, the implementation of methodologically correct, ICT-based (including both the driving simulators and e-
learning) training is both resource- and time-demanding. It is also strongly connected with high personnel costs. Due 
to their low implementation costs and impact made on a trainee, VR-based tools could play a complementary role 
in the training process and could support the real-life training, as well as provide an alternative for traditional 
educational platforms.  

Modern virtual reality technologies (Virtual Reality – VR) are the solutions that support many industries today, 
including the transport industry. Due to the very rapid development of technologies and devices allowing to create 
a feeling of being complete transferred to a virtual environment, the use of this type of equipment in the process 
of training drivers seemed only a matter of time. Due to the low implementation costs and the scope of impact 
on the trainee, these tools can be used to complement real-world training and an attractive alternative to traditional 
e- learning platforms. At the moment, virtual reality technologies are primarily used to train safe driving habits, 
especially for young drivers [147][262]. The VR based training programs are effective in improving the ability 
of inexperienced drivers to predict hidden dangers and prepare them to function in the real traffic [4][113]. They 
are also useful for training professional drivers [212][245]. Special software allows drivers to participate in remote 
training sessions under the supervision of a driving instructor from anywhere and gives the opportunity to undergo 
part of practical training, including driving in special conditions and additional training sessions. 

According to section 3.7.1 the most important document regulating the requirements and description of driver 
training is Directive 2006/126 / EC, however, it does not regulate in any way the possibility of using virtual reality 
or e-learning tools in the driver training process. It results in some kind of latitude in this case.  

One of the most important documents for professional drivers training is Directive 2003/59/EC. It contains 
qualification and requirements for professional driver training.  The purpose of the directive is to raise road safety 
by increasing of drivers skills. The document describes the possibilities of using driving simulators in the process 
of training professional drivers. However, it does not mention the requirements related to the use of VR 
or e- learning. Driving schools in individual countries offer training using these methods according to their own 
guidelines. The table summarizes the possibilities of using driving simulators for individual stages of driver training. 

Table 14 Number of hours in professional driver training [62]. 

Type of training  Hours of individually training 
Maximum hours of individually 

training 

Compulsory initial qualification 
provided for in Article 2 

20 8 

Accelerated initial qualification 
provided for in Article 3 

10 4 

Compulsory periodic training 
provided for in Article 3 

35 (every 5 years) No exact information 
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According to the directive, the practical test may be supplemented by a third test taking place on special terrain 
or on a top-of-the-range simulator.   

Table 15 Possibility of use simulators in professional driver training [244]. 
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According to the information in the Table 15 we can see that in all countries which provide mandatory initial 
qualification (except Poland, Sweden and Slovenia) driving simulators are allowed. In some Member States there 
are some restrictions. In Spain, during initial training, driving simulator are permitted only for eight hours, in France 
only four. Only in Malta driving simulators are not allowed during periodic training. In some of the Member States 
there are restrictions on the maximum duration of simulators. Table 16 shows possibility of use e-learning during 
initial qualification and during periodic training. 

Table 16 E-learning during initial qualification and during periodic training [244]. 
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According to Table 16 we can see that during initial qualification e-learning is allowed in Estonia and Hungary.  
Use of e-learning during periodic training are also allowed in Austria, Estonia, Hungary the Netherlands and Sweden. 
In the Netherlands e-learning cannot be longer than 4,5 h during one training day.  

 Driver training challenges  

The development of technology and progressing through the next levels of car autonomy are hoped to lead to the 
elimination of accidents resulting from human error. Before this happens, however, a difficult transitional period is 
ahead of us. During that time, drivers with different experience behind the wheel will meet on the roads, and – more 
importantly – also vehicles with differentiated car autonomy level will appear. 

The dynamic development of systems, as well as their number, cause a situation that users either have no knowledge 
about them and do not use them, or use them, learning from mistakes. Vehicle users, in large part, declare that they 
do not read manuals, on the other hand, the manual describing "driver assistance" in the Volvo XC 90 model has 150, 
and the entire manual 745 pages, which means that most users will never read the instructions, although they should. 
Currently, the manual is the only source that allows the user to learn and understand the operation of the systems. 
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It is worth verifying the quality of the information contained in the manual. To what extent reading the instructions 
guarantees the correct use of the systems, which the vehicle is equipped with is unknown. 

Due to the lack of information on systems, ongoing education of all car users is vital. It ought to be at least reflected 
in the driver training system – the course participants should receive updated information about the systems that 
are mandatory in cars and the systems to be installed in the next 2-5 years. Today, the participants of driving courses 
are obliged to obtain knowledge about the ABS system (anti-lock braking system). Nevertheless, this knowledge is still 
strictly theoretical. Implementing subsequent systems to achieve level 5 autonomy makes sense if vehicle users 
are aware of how to use them correctly and what their limitations are; and then their knowledge will be expanded 
gradually. 

The gradually gained knowledge on the systems and training of drivers will allow better understanding of the idea 
of autonomous cars and their general acceptance. When learning the systems, starting from level 0, it is easier 
for drivers to move to subsequent systems at higher levels, which expand their scope of activity or aggregate several 
systems. It is already known that in the coming years these systems will be added to the mandatory equipment 
of vehicles. Under the new rules, all motor vehicles (including trucks, buses, vans and sport utility vehicles) will have 
to be equipped with the following safety features: 

• intelligent speed assistance, 

• alcohol interlock installation facilitation, 

• driver drowsiness and attention warning systems, 

• advanced driver distraction warning systems, 

• emergency stop signals, 

• reversing detection systems, 

• event data recorders, 

• accurate tyre pressure monitoring. 

Supplementary advanced safety measures will be required for cars and vans. These include: 

• advanced emergency braking systems, 

• emergency lane-keeping systems, 

• enlarged head impact protection zones capable of mitigating injuries in collisions with vulnerable road users, 
such as pedestrians and cyclists. 

Education in the field of autonomous systems should also be implemented among drivers who already have a driving 
license. The best source of knowledge in the area of new solutions are car dealers who should educate the customers 
buying vehicles on vehicle equipment and indicate the most important principles of operation of the systems that 
cars are equipped with. The transferred knowledge should go beyond commercial information and it would be best 
if it was of practical nature. 

In the case of company cars both the persons who manage the fleet as well as dealers should be obliged to prepare 
and provide all information about the vehicles to the employees. Companies can manage a car fleet also by choosing 
the right systems. Later this will facilitate the implementation of vehicles equipped with systems among users. 
The role of companies in the promotion and education in the field of autonomous solutions is crucial, in Poland 70% 
of new vehicles are purchased as company cars. People who use modern cars transfer their knowledge to those 
closest to their environment; they are ambassadors of technological change. Their knowledge and enthusiasm – as 
well as their proper use – will be an impulse to change cars in their surroundings. 
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It should be taken into account that many drivers do not buy or use new cars, the average age of a passenger car 
in the EU is 11,1 years, and in some EU countries the age is 17,3 years (Poland). Statistics show that cars are used 
longer and longer, the rise is insignificant but the average age of vehicles in the EU has been increasing for several 
years now. The consequence of this trend is and will be the difference in vehicle equipment, but also the fact that 
young people who gain experience on the road use older cars.  

 
Figure 40 The average age of passenger cars in EU [79]. 

When planning a training system, one should also consider changing the way that cars are used; more and more 
often a car is treated as a service. Cars are supplied by operators and are used to meet the need to move from point 
A to point B, paying for the travelled distance. Contact with the car is limited to the travelled time. Therefore, many 
drivers will never can obtain additional training at the dealer’s, and their automotive knowledge and experience will 
be built on vehicles available in various MaaS (Mobility as a Service) solutions. A problem with the standard level 
of offered equipment arises; e.g. within vehicles in a car sharing option, but also with the requirements towards 
drivers. 

When developing training solutions, as a minimum, the growing role of support systems and the decreasing role 
of the driver should be borne in mind. Taking advantage of autonomous solutions, especially those from level 2, 
allows the driver for more frequent hand over of steering and controlling functions to the systems, nonetheless, 
at the same time making his/her driving skills and experience do not grow. This may be significant in situations 
where the operation of autonomous systems will be limited by atmospheric conditions and driving functions will 
have to be taken over by the driver. 
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During such training, attention should be paid to the knowledge of vehicle construction, operation of sensors 
and radars, which may not work or have limited performance under certain conditions. The driver should be familiar 
with the system limits and know what to do in such conditions. 

The developed training system should include elements of mandatory training: a training system leading to a driving 
license, training for professional drivers and optional training for persons who already hold a driving license. As part 
of the optional trainins, a large role will rest on centres dealing with the improvement of driving techniques, which 
should prepare training programs bringing closer the technology of autonomous cars and discussing legal issues. 
In addition, practical classes will show how to use driver support systems, with an emphasis on presenting 
the limitations of the used systems.  

The challenges of driver training can be seen in fast changing technology and differences between vehicle brands. 
For example, electric and traditional powered vehicles need different skills for maintenance and driving. A training 
organization can’t have all types of vehicles for driver training. This change means that a big part of training must 
be made at workplaces and by manufactures. To adjust driver training curricula to changing technologies the main 
challenges can be defined: 

• Supplementing training with issues related to new automation systems.  

• Supplementing trainings with compulsory systems installed in vehicles. 

• Introducing changes in scope of training. 

• Increasing duration of theoretical training. 

• Introducing new materials containing all of the new topics. 

• Changing entry requirements for students. 

• Higher requirements for instructors. 

• Higher requirements for examiners. 

• Introducing changes in theoretical and practical exam. 

• Increasing number of hours on the  real traffic area. 

• Introducing training in test tracks or simulators.  

 Key skills of present-day and future drivers 

At present, the theoretical and practical examinations, which are the basis for verifying drivers' skills, do not touch 
upon the subject of autonomous systems. The scope of the examination is described by a decree which describes 
the minimum requirements for driving tests. In the theoretical part, the candidates should demonstrate their 
knowledge of the following subjects [63]: 

• traffic regulations; knowledge of signs, speed limits, etc.; 

• driver; the importance of taking special care, assessing the situation and deciding on response times 
and changes in driving behaviour; 

• road; key principles for safe distance between vehicles, risk factors associated with different road conditions; 

• other road users; risk factors related to the presence of other road users; 

• general rules and regulations; rules on administrative documents, behaviour in the event of accidents; 

• mechanical aspects related to road safety: applicants must detect the most common defects, in particular 
in the steering, suspension and braking systems, tyres, lights and indicators, headlights, rear-view mirrors, 
windscreen and windscreen wipers, exhaust system, safety belts and audible warning signals; 

• safety equipment, in particular the use of safety belts, head rests and child seats; 

• environmental rules concerning the use of the vehicle (appropriate use of audible warning signals, moderate 
fuel consumption, reduction of harmful emissions, etc.). 
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The elements required for a theoretical test do not deal with the subject of autonomous systems. This is a similar 
case during the practical test. Where the subject matter of the test covers: 

• preparation and technical inspection of the vehicle for road safety purposes; 

• applicants must demonstrate their ability to prepare for safe driving 

And carry out special manoeuvres that are checked for road safety. The examination shall include manoeuvres 
selected from the following list (at least two manoeuvres from four points, one in reverse gear): 

• straight backwards drive, turning right or left 90 degrees within the same lane; 

• reversing using forward and reverse gears; 

• parking the vehicle while maintaining proper distance (parallel, diagonally or diagonally to the right, forwards 
or backwards, in a flat area, on a driveway or exit); 

• braking to a halt; emergency braking is optional. 

In addition, applicants for a driving licence must carry out all of the following in normal traffic, in full safety and with 
due care:  

• starting: when parked, when stopped in motion; exit from the driveway; 

• driving on straight road sections: passing vehicles coming from the opposite direction, including narrow 
sections; 

• curve-driving; 

• junctions: approaching and crossing junctions and crossings; changing direction of traffic: right and left turns; 
lane change; 

• entry/exit from motorway or similar road (if available): joining the traffic from a lane of slow traffic; exit from 
a lane free of slow traffic; 

• overtaking/passing: overtaking other vehicles in motion (if possible); avoiding obstacles, e.g. parked vehicles; 
overtaking by other vehicles (if appropriate); 

• special road features (if available): roundabouts; level railway crossings; tram or bus stops; pedestrian 
crossings; uphill and downhill driving over long distances; 

• exercising due care when getting out of the vehicle. 

The lack of guidelines for the provision of information and teaching on ADAS systems during the examination makes 
this subject unfamiliar to the students. This should be changed and is one of the EU recommendations in the 
Reducing Casualties Involving Young Drivers And Riders In Europe report [16]. 

Driving M3 category vehicles (vehicles with a maximum mass exceeding 5 tonnes, having more than eight seats 
in addition to the driver's seats) is very demanding due to the large area of the vehicle. The driver must pay attention 
to many groups of factors such as passengers inside the vehicle or its surroundings, whose elements may collide 
with the vehicle. Only experienced drivers can supervise all of the important aspects of driving at the same time. 
Consequently the initiative of driver support systems was developed and after a broader analysis, concepts of fully 
autonomous vehicles have emerged. 

During recent years many of new systems were developed. When ADS systems develop, the driver has less and less 
impact on driving but in the situations extremely unrecognizable by the system, the driver should react immediately. 
The third level of autonomy defines the use of the first ADS systems. At this level, the vehicle can perform 
manoeuvres independently of the driver in specified conditions. At further levels of autonomy, the capabilities 
of the ADS system are expanded and allow to take more control over the vehicle. At these levels HMI 
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(human machine interface) will be defined on the basis of visual and sound signals (e.g. buzzer - buzzer and red 
control indicator). 

The driver must occupy his position and should be able to take control of the vehicle at any time. As a result, the key 
competences of the driver are being quick off the mark and being highly perceptive. However such competences are 
required by both groups of drivers -  those who drive vehicles equipped with ADS systems and those who drive 
vehicles which are not equipped with them. This topic will be continued and developed at a later stage of design 
work. 

 Trustonomy approach 

Driver’s training on autonomous vehicles should be conducted in three steps:  

• Theoretical introduction to autonomous driving -  conducted in blended learning form: 
o online presentations covering basic information on obligatory automated driving systems 

in currently produced vehicles; driver’s benefits from using ADS as well as ADS limitations on AVs;  
o e-learning course  on  levels of automation complemented by examples and elaboration which 

systems belongs to which automation level -  preferably, the theoretical part of the training should 
be passed before practical training.  

• Practical training – focused on currently most common ADS. At the moment it should cover:  
o ACC – Adaptive Cruise Control  
o Lane Keeping Aid  
o Intelligent Speed Adaptation  
o Emergency Brake  
o Other ADS level 2/3 systems, that are most popular in contemporary vehicles  

The training should be conducted at the track and possibly in real traffic.  

• Evaluation – summary of acquired knowledge and skills, verification of initial drivers’ information; realized 
in the 2 phase  e-learning form immdiately after the practcal training and after 6 months. Evaluation will 
be the basis for training elaboration.  

In the Trustonomy project, the target group of drivers will be introduced to theoretical issues related to additional 
vehicle equipment. At the beginning, technical and operational documentation with basic parameters of the devices 
will be presented. Then, based on the simulations performed, opinions on the HMI and the system operation will 
be collected. After taking into account the opinions and instructions of drivers, new concepts of system operation 
will be developed. Taking into account the guidelines of the drivers, another theoretical training will be conducted 
and some instructional videos will be presented. After the first stage of online training there will be a practical part 
that will be presented on the vehicle. The activities under Pilot 1 will take place at the factory and will show 
the weaknesses and strengths of the system. After the tests, the pre-final system review will be made. The final 
version of the system will be tested on a closed track. 

In Poland, due to the lack of legal regulations related to the autonomous driving systems, it is not possible to test 
and verify the Trustonomy system on public roads due to safety conditions. Therefore, all tests of the Trustonomy 
system will be carried out on closed tracks near the main location of the Solaris factory. SBC as part of the project 
will equip the vehicle with ADAS / ADS support systems and then test their operation. The final result of the tests will 
be to examine the efficiency and effectiveness of the assumed features of individual groups of devices. One example 
is HMI - testing the impact of external signals on individual driver behaviour (driver response to individual signals, 
e.g. visual, sound, haptic signals). 
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In addition, due to the fact that some Solaris employees have experience in driving D category vehicles, it will 
be possible to present to a selected group the functions of the system developed under the project. After 
the presentation and explanation of system features the drivers can be trained how to use these functionalities 
in practice. This type of training can be conducted at the Solaris factory area. Thanks to such kind of initiative 
the drivers would have the opportunity to confront the way of driving a bus without implemented ADAS / ADS 
systems and with the bus equipped with such a system.  

There is no doubt that drivers are the target group for ADAS systems. Support systems should be helpful for this 
group and at the same time allow them to perform manoeuvres in a faster and safer way. That is why the activities 
involving this group of people are very important aspect of the project. Involving drivers in Trustonomy project 
will allow to examine the driver feedback on particular devices. Based on their opinion and response, system updates 
and correction can be composed. 
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4 Conclusions  

The aim of this deliverable was to conduct preliminary research activities, focusing on defining the boundaries  
of the Trustonomy solution. The research extracts current SoA and SoP in each Automated Driving System design 
domain. The D1.3 report contains the high-level description of assessment methodologies, as well as supporting 
Information and communications technology services and applications. A wide range of recent inventions 
and research were presented. This was achieved by meticulous data and literature analysis in the context of use 
in the final invention. Thus, the results and considerations in this report suggest assessing methods in scope of design 
domains. The report builds a link between SoA and the forthcoming design, and sets the baseline upon which 
Trustonomy will be based in main technology domains, namely automated decision support, DSM, HMI design, DIPA 
trust and acceptance, ICT and driver training. The collected information will be used in WP2 and WP3, in particular 
in relation to tasks T2.2 and T2.3 (generic and specific directions for methodological frameworks establishment), 
as well as Assessment Frameworks (T3.1-T3.6 detailed specifications of the framework for the operational 
assessment). The results of our experiments suggest the following conclusions for designing L3- L4 vehicles: 

• The implementation of innovative systems that maintain user alertness and comfort simultaneously  
while autonomous systems control a vehicle has to be done. 

• The information presentation devices, such as a heads-up display, can support user cognition and judgment 
while an autonomous systems failure has occurred.  

• Autonomous driving systems should be designed such that users do not overly rely on autonomous control. 
If drivers become too reliant on autonomous control systems, they may lose their capability of assuming 
manual control during the event of a system failure. 

• ADS should be designed regarding preventing potential dangerous situations.  

• A single measure of average intervention time provides a limited information on the whole response process 
to critical situations. The Driver Intervention Performance Assessment system has to be an optimal 
combination of data sources and estimation module in order to provide a better interpretation of the data. 

• Bayesian interfering, machine/deep learning are suitable for assessment and requesting modules. 

• The level of danger associated with the use of an automated vehicle depends not only on the quality  
of the assessment of the road situation and the quality of overtaking control. Vehicle- and driver-related 
parameters data not directly related to driving, should be protected against unauthorized access. 

• It is necessary to introduce changes in driver training. In order to improve the quality of training, it is possible 
to use the latest technologies such as VR. 
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Glossary 

ABS Anti-lock Braking System 

ACC  Adaptive Cruise Control 

ACL Access Control List 

ADAS Advanced Driver Assistance System 

ADS  Automated Driving System 

AECS Average Eye Closure Speed 

AI  Artificial Intelligence 

AML Adversarial Machine Learning 

AOI Area of Interest 

APS Acceleration Pedal Steering 

ARA  Adversarial Risk Analysis 

ASR Acceleration Slip Regulation 

AV Autonomous Vehicle 

CAD  Connected Automated Driving 

CAN  Contoller Area Network 

CAV Connected Autonomoous Vehicle 

CCD Charge-Coupled Device 

CMOS Complementary Metal–Oxide–Semiconductor 

CTT Critical Tracking Task 

DbW Drive by Wire 

DDT Dynamic Driving Task 

DIPA  Driver Intervention Performance Assessment 

DL  Deep Learning 

DLP Digital Light Processing 

DoA Description of the Action 

DRT Detection-Response Task 

DSM  Driver State Monitoring 

DST Deceleration-to-Safety Time 

DWM Driver Workload Metric 

EC  European Commission 

ECG Electrocardiogram 

ECU Electronic Control Unit 

EDA Electrodermal activity 
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EDR Event Data Recorder 

EEG Electroencephalogram 

EFRP Eye Fixation Related Potential 

EMG Electromyogram 

EOG Electrooculogram 

EOR Eyes-Off-Road 

ER-SCR Event-Related Skin Conductance Response 

ESC Electronic Stability Control 

EU European Union 

Euro NCAP European New Car Assessment Programme 

EYEMEAS Mean Square Eye Closure 

FCW Forward Collision Warning 

FIR Far Infrared Ray 

FMCW Frequency Modulated Continuous Waves 

GADGET Guarding Automobile Drivers through Guidance, Education and Technology 

GDE Goals for Driver Education 

GDPR  General Data Protection Regulation 

GSR Galvanic Skin Reaction 

GUI Graphical User Interface 

HMI Human Machine Interface 

HR Heart Rate 

HUD Head-Up-Display 

ICT Information and Communication Technologies 

IEC International Electrotechnical Commission 

IoT Internet of Things 

ISO International Organization for Standardization 

ITS Intelligent Transport System 

KSS Karolinska Sleepiness Scale 

LCD Liquid Crystal Display 

LCT Lane Change Test 

LED Light-Emitting Diode 

LLP Lateral Lane Position 

MaaS Mobility as a Service 

MCH Modified Cooper Harper Scale 

MEANCLOS Mean Eye Closure 
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ML Machine Learning 

MQTT MQ Telemetry Transport 

NASA-TLX NASA Taks Load Index 

NDRT Non-Driving Related Task 

NHTSA National Highway Traffic Safety Administration of US 

NIR Near Infrared Ray 

ODD  Operational Design Domain 

PCCR Pupil Center Corneal Reflection 

PCS Pre-Collision System 

PERCLOS Percentage Eye Closure 

PET Post-Encroachment Time 

RSME Rating Scale Mental Effort 

RtI Request to Intervene 

SAE Society of Automotive Engineers 

SDK Software Development Kit 

SEJ Structured Expert Judgement 

SoA State of Art 

SoP  State of Practice  

SSL/TLS Secure Socket Layer/ Transport Layer Security 

SURT Surrogate Reference Task 

SWAT Subjective Workload Assessment Technique 

SWRR Steering Wheel Reversal Rate 

TDK Touch Development Kit 

TH Time Headway 

TOC-Rating Take-over controllability rating 

ToF Time-of-Flight camera 

TOR Take Over Request 

TORSA Time Off Road-Scene-Ahead 

TOT Take-over Time 

TTC Time To Collision 

TtLC Time to Lane Crossing 

VR Virtual Reality 

 


