
Dr Andreas Mitrakas, Head of Unit “Market, Certification & 
Standardisation”

Dual-use technologies 2022, Malaga

11 2022

EU cybersecurity market

17



Agenda

Measurable Trust

Approach towards implementation

Tangible outcomes
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ENISA: What we do 

...
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Go beyond financial data: seek to understand market 
product cybersecurity-related properties

Include representative stakeholder views: collect 
perceptions of demand, supply, regulators, R&D

Compare perceptions: product cybersecurity market 
fitness for purpose, challenges and capabilities

Draw conclusions: market niches, market gaps, research 
areas, innovation

ENISA cybersecurity market, focal points
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Cybersecurity market analysis principles

Offered Service 
Characteristics

Offered threat 
mitigation

Requirements Met

Market Evolution

Compliance and
certification

Organization profile

Supply-Side Demand-Side

Used Service 
Characteristics

Organization profile

Required threat 
mitigation

Business requirements

Compare perspectives: coverage of market needs, market gaps and more

Future market needs

Compliance 
requirements
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ENISA Cybersecurity market analysis 
framework (ECSMAF)

2021 2022
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Market support for ENISA service 
packages

...

Research 
& Innovation 

Schemes, feasibility 

studies
Certification

Operational 
Cooperation

Knowledge & 
Information

SPD23   

ETL

Certification

Research, themes & 
metrics

ECSMAF
2021 ECSMAF

2022 

KPI, Index, RTL

Incidents, Threats,  

Vulnerabilities
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European 
Commission

ECCG

SCCG

Ad-hoc WG

� Draft 
URWP

Final 
URWP �

�
Draft

Candidate
Scheme

�

�
Adoption by 
Comitology 

…

�

�

…

Opinion

Advice

Advice

Opinion

Request for a European
Cybersecurity
Certification Scheme

Draft
Candidate
Scheme

Sectoral Risk 
Assessment 

scheme drafting 

�

Stakeholder  
Involvement

…

Public 
Consultation 

Draft Implementing Act 

ENISA

Opinion

Background

©

EUCS

EUCC

EU5G

Promulgating certification schemes
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The circle of Trust: Schemes’ lifecycle

...

URWP

Ad hoc 
WG

Voting

Monitor

Maintain

Threat /Risk 
assessment & 

assurance levels

SCSA methodology

Stakeholders’ 
involvement: 
experts & MS

User 
Guidance

Pilots

Measuring

Defined by 

ENISA

Defined in the 

Cybersecurity Act

SCSA 
methodology at 

CEN 
CENELEC/JTC13

Security 
controls

EUCS security 
controls at CEN 

CENELEC/JTC13

EUCS Extension 
Profile with EDPB

EU5G security 
controls with 

GSMa

EU5G security 
controls with 

3GPP

Feasibility 
studies
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Task 1: Developing the rapport with 

ESO/SDO/private initiatives: 

Collaboration, influence, follow-up

Task 2: Analysis of standardisation

requirements in support of cybersecurity 

policy: Digital Wallet, Artificial 

Intelligence

Task 3: Analysis of standardisation

requirements in support of cybersecurity 

certification: EUCC, EU5G, EUCS

ENISA standardisation approach

Influence
• Involvement

• Governance

• Facilitate
• Inform

• ongoing needs

• foreseen needs

Follow-up
•Inventorise who does what
•SDOs ((local and global)

•Industry

•Other stakeholders 
•Identify and resolve gaps

•In ENISA's operation

•In CSA certifcation
•In standardisation

Collaborate
• Liaise with SDOs

• Participate

• Provide contributions
• Provide experts

CSA – Art. 8: monitoring developments, facilitate take-up and establishment of 
standards

...
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