Observe, learn & protect
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A distributed threat deception platform that detects threats, collects & enriches

threat intel and manages attacks, in a cyber relevant timeframe.
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We are fixing Threat Intel

2 weeks to 30 seconds
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Backed by Industry Experts

Gartner

Cool Vendor
15 Reports
Adversary

Generated Threat
Intelligence

MITRE
ENGENUITY.

APT 29 Deceptions
Report

Only 2 vendors
participated

Gartner

peerinsights.

5 Star rating

Satisfied Reviews
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Trusted by Defense Sector
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SCIENCE & TECH

NATO Experiments With Deceptive
Tactics to Lure Russian Hackers

Latest cyber wargame shows new uses for honeypots, which have worked
against the Russians in the past.

imagine you'e a young cyber offier inthe Russian miltary looking to break
looking for
exfitrate. You send your target  phishing email. The target clicks the k.

armasuisse
Schweizerische Eidgenossenschaft
g Confédération suisse
Confederazione Svizzera
Confederaziun svizra

Armasisse

«Cyber Start-up Challenge 2020»:
Start-up company CounterCraft
sbscripton convinces jury

Bern, 22.01.2021 - The DDPS Cyber Defence Campus has launched a

talored to the Swiss Armed Forces in 2021,

The star-up CounterCraft i a fnaist i the firs Cyber Start-up Challenges
of the DDPS The company was able to imprss thejuy a the Cyber Defence

CounterCraftis apioneer i the area of yber deception,n dentifying,

them from causing damage.

Detecting attackers early on

T FEDERALNEWS NETWORK  romocnr s vomsrcnmonon - msscs- comoe - ¢

DIU rethinking cyber endpoint protections through advanced deception
tools

Bt s nooopn

The Defense Innovation Unit kicked of its search for new o innovative cyber technologies by looking at 20 options.

DIU whitted the candidates down to six and eventually decided to test two bleeding edge cyber tools to improve
the security at the endpoins,

S0uld, the deputy director of gy

at the Defense Innovation Unit, said the prototypes are trying

Pnologies that could be cyber game chang

“The technology i being used to deploy, within a cyber operations, a defended asset s, If you look at what are

essentiall your crown

s on the defense networks and the de

o eapon systems, the things that ©
Command and the services cyber components most want to defend from mal
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Disruptive Tech at every stage of the journey...

Countercraft Cyber Deception Platform
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1st Cohort of GCHQ Cyber
Accelerator

LORCA Alumni

Founders

SGCHO
Cyber Accelerator
Alumni

LORCA

David Barroso Fernando Braquehais
CEO Head of Development

Worked together for 15+ years
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Dan Brett
CSO

Power behind Europe’s leading Threat Intel Solution in 201

David Barroso - Patents in Cyber

Investors
WADARA evo/ ution e
IQT W V.. M orza
IN-Q-TEL PaRT OF Talgiica OPEN FUTURE.

OM USD

Funding to date

Military & Intel Domains

CounterCraft has provided research, services and
products to military clients in the following national and
international countries and organisations:

Active clients in USA D DEFENSE

INNOVATION UNIT

Research engagements and ongoing
collaborations via LORCA with NCSC

Working with various EU countries. Example
project - protecting election infrastructure

N NATO ongoing research engagements and
N product testing

ey
=S &y  TITANIUM research project - de-anonymising
Bt
EUR-POL leEVIUéPOL dark web actors
Events

Presentation on Deception for Mission
NATO m Assurance (NATO suppliers conference)
TECHNOLOGY

IN FOCUS GI
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Q&A

David Barroso - CEO ‘ www.countercraftsec.com Dan Brett - CSO
david@countercraftsec.com craft@countercraftsec.com dan@countercraftsec.com



